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“There’s a brilliant feature [in DatAdvantage] where you put in a user name, or a
group name, and it instantly tells you where they have permissions on the folder
structure. There’s no other way that I've seen that you can easily do that without
dumping out all the permissions.”

Clint Beecroft, Windows Systems Manager at La Trobe University
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THE CUSTOMER

La Trobe University

LOCATION

Victoria, Australia

INDUSTRY
Higher Education

La Trobe is a multi-campus university in Victoria, Australia. Its main
campus is located in Melbourne, with two further major campuses
and a number of smaller regional sites across the state. Today, it
offers undergraduate and postgraduate courses to its 28,000
students across five major faculties, covering all the main learning
areas: Education; Health Sciences; Humanities and Social Sciences;
Business, Economics and Law; and Science, Technology and Engineering.
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THE CHALLENGE

La Trobe operates a Windows environment, with close to 15 terabytes of data
housed on its network-attached storage (NAS) system. Over the coming months
this capacity will grow exponentially as the university consolidates its storage
facilities, migrating additional fileshares away from its dated Windows server
cluster onto its NAS storage. As it has a fairly high user turnover, La Trobe
recognizes that a significant proportion of its data is probably stale: while the
people have moved on, their data remains. It's down to the IT team to help areas
determine what can safely be removed and what is still being used, which is
extremely hard to do without usage intelligence.

In addition to these changes, an external audit highlighted the university’s

lack of insight of what users were doing with its data. Clint Beecroft, Windows
Systems Manager at La Trobe, explains, “The imminent migration is obviously a
major challenge for the team, and we need to make sure it goes as smoothly as
possible. More urgently was addressing the audit’s findings. We wanted a way to
see, and report, what is happening on our employee shares — who’s moving what
and where, what’s being copied and deleted, etc. At the time, we didn’t have
anything that offered capabilities to address this.”

EVALUATION PARAMETERS

The risk and compliance team had received a call from Varonis and, having
agreed to a demonstration of its DatAdvantage solution, the officer was suitably
impressed that he asked Clint to attend a subsequent demo.

Clint quickly recognized DatAdvantage’s significance for himself. He adds, “With
Varonis’ help, we set up DatAdvantage on one of our servers and let it run for a
few weeks collecting information. As soon as we started playing with the results
we could quickly see it’s potential. I'd say that, within a week, you’ve got so
much intelligence that you can start making decisions that produce immediate
improvements. Aside from the auditing capabilities it also showed us a lot of
extra data - we’'d gathered some of this information in the past, but it was always
really hard to get”
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THE SOLUTION

Varonis DatAdvantage works in the background, collecting every file touch within
La Trobe’s file servers. Automatically collected and housed in a database that can
be searched/sorted, this audit trail provides La Trobe the evidence required to
confirm who is doing what with its data.

Additionally, this intelligence means Clint can identify not just which folders
contain the bytes — but he can drill down to determine if it's being used and by
whom. Clint elaborates, “It’s very easy to see from the DatAdvantage reports
when data was last accessed, and modified. This information can then be used
for data retention decision making.”

As well as recording who is accessing what information, and what they’re doing
with it, DatAdvantage also maps La Trobe’s permission structure. This offers
visibility to who could have access and helps identify excessive or broken
permissions. Clint confirms, “There’s a brilliant feature where you can putin a
user name or a group name and it will tell you whether they have permissions on
the folder structure. There’s no other way that I've seen that you can easily do
that without dumping out all the permissions. | can double click a file and see the
security permissions, and where there’s broken SIDS on the folder structures.

Moving forwards with La Trobe’s SAN to NAS migration, Clint plans to use
DatAdvantage to report across the old cluster. This analysis will allow him to
determine what data is there, and aid the decision making process of what can
be cleaned away or moved across. Clint adds, “To do this without Varonis, while
possible, is time consuming. For example, if you want to know how much space a
folder has utilized, you can find out by right clicking and then going to properties,
but it takes time to go through each server, load it up and then analyze it. As
we’re dealing with old and unstable servers we don'’t like doing that too much
anyway. With Varonis we can see so much more - when it was last modified,
accessed and other details that all help with data retention decisions.”

A final element for Clint is the ability to perform group clean ups. Before

DatAdvantage’s introduction, when deleting groups, the admin team wouldn’t have

insight to the affect it would have, if any, on folders and fileshares. Clint concludes,
“Varonis gives us the ability to simulate the results, before we delete them.”



BUSINESS BENEFITS

GAIN INSIGHT OF WHAT USERS ARE DOING WITH ITS DATA

DatAdvantage works in the background, collecting every file touch within La Trobe’s
file servers. Automatically collected and housed in a database that can be
searched/sorted, this audit trail provides La Trobe the evidence required to
confirm who is doing what with its data.

DETERMINE PERMISSION STRUCTURE

DatAdvantage maps La Trobe’s permission structure, offering visibility to who
could have access and help identify excessive or broken permissions.

CONSOLIDATE ITS STORAGE FACILITIES

La Trobe can analyse data currently housed on its SAN system, to determine
what data is there, and identify if it’s redundant, confirming what can be cleaned
away or moved across.
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ABOUT VARONIS

Varonis is the foremost innovator and provider of access, governance, and
retention solutions for human-generated data, the fastest-growing and most
sensitive class of digital information. Based on patented technology and a highly
accurate analytics engine, Varonis solutions give organizations total visibility and
control over their data, ensuring that only the right users have access to the right
data at all times from all devices, all use is monitored, and abuse is flagged.

Varonis makes digital collaboration secure, effortless and efficient so that people
can create and share content easily, and organizations can extract more value from
their content while being confident that it is protected and managed efficiently.

Free 30-day assessment:

WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data,
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations about
how to limit access to files and folders to just those users who need it for their jobs.

WORLDWIDE HEADQUARTERS

1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com

UNITED KINGDOM AND IRELAND

Varonis UK Ltd. Warnford Court 29 Throgmorton Street London, UK EC2N 2AT T 020 3402 6044 E sales-uk@varonis.com
WESTERN EUROPE

Varonis France SAS, 4 rue Villaret de Joyeuse 75017 Paris France T +33 (0)1.82.88.90.96 E sales-france@varonis.com
GERMANY, AUSTRIA AND SWITZERLAND

Varonis Deutschland GmbH, Welserstrasse 88, 90489 Niirnberg T +49 0911 89371111 E sales-germany@varonis.com
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