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‘At the start of this project we were originally sourcing a reporting
solution so we could determine where the [security] issues lay, with
the plan to subsequently review them manually using security
groups to control access. Using DatAdvantage I’'m confident that
we’ve done that as efficiently as possible. In a few months we’ve
completed the audit, made the necessary changes required
and we’re now in a position to effectively control access moving
forwards. Using the Varonis solution we have identified all data
owners and ensured that only the correct personnel are authorised
to access the data at the correct permission level. But there’s a lot
more to DatAdvantage than just reporting. It gives me the ability to
exercise control, and to make actions based on the reports, which
exceeds our original requirements. Moreover, as we can simulate
the effects of any changes we can ensure we are not affecting
users that legitimately require access.”

—Keith Manson,
IT Systems and Operations Manager, Marine Institute
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THE CUSTOMER

Marine Institute

LOCATION

Galway, Republic of Ireland

INDUSTRY

Public Sector - Marine Research, Technology Development and Innovation

The Marine Institute is Ireland’s national agency responsible for
Marine Research, Technology Development and Innovation (RTDI).
The Institute was set up under the 1991 Marine Institute Act with the
following role: “To undertake, to co-ordinate, to promote and to assist
in marine research and development and to provide such services
related to research and development that, in the opinion of the
Institute, will promote economic development and create employment
and protect the marine environment”

To fulfil this objective it seeks to assess and realise the economic
potential of Ireland's 220 million acre marine resource; promote the
sustainable development of marine industry through strategic funding
programmes and essential scientific services; and safeguard the
marine environment through research and environmental monitoring.
Its daily activities are varied and diverse - from mapping Irish territorial
waters - the largest civilian mapping project in the world, to assessing
levels of marine life and even testing whether shellfish is safe to eat.

The Marine Institute operates from three primary locations and
laboratories - Galway (HQ), Dublin and Newport with additional offices
at a number of fishing ports around the coast.
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THE CHALLENGE

The primary objective for the Marine Institute is to ensure that users only have access
to the data they are authorised to access and at the correct permission level.

However, with a share infrastructure that has evolved over a number of years as the
organisation grew this was easier said than done. Although it does not experience

a particularly high turnover of employees, its workforce could be considered fluid,
further complicating matters. The Marine Institute has 182 full time employees,

plus varying levels of work experience interns and graduates along with visiting
contractors using the facilities and moving between teams and projects.

Keith Manson, IT Systems and Operations Manager for the Marine Institute outlines
the implications, “We have over 90 servers across the organisation, plus two high
performance clusters — one 72 server cluster and a further 20 server cluster, so
we have quite a strong reliance on ICT infrastructure. 'We needed to gain better
control and improve tracking of share permissions. If we wanted to check the
permissions on a particular folder we would generally check the security attributes
within the share, however due to broken inheritance within the directory structure,
subfolders may have contained different attributes. When possible we used
security groups but, occasionally when up against other pressures, there would
be instances of a user needing access to a folder buried deep within a particular
share and we’d have to break inheritance to get over a short term requirement.
It would be fair to say that, over a period of time, our security permissions had
become disjointed and unwieldy which needed to be addressed.”

EVALUATION PARAMETERS

Having scoped out its requirements, the Marine Institute decided to introduce
reporting software that could detail its fileserver permissions based on users,
groups, level of access to folders, and/or inherited and un-inherited folders. It
believed this would allow the ICT team to determine where potential permission
issues lay with the plan to go through them manually and make the necessary
changes. Moving forwards this would allow the Marine Institute to keep track of
permissions, particularly for its securitised folders.

The project began by researching the market to see what was available to

best fulfil the technical and business requirements. However this wasn’t as
straightforward as Keith had first thought. He adds, “The original search was
based on the ability to perform reporting — something that could narrate file
system permissions, Active Directory groups and security reporting. Initially we
identified quite a large list of possible solutions. However there wasn’t a single
one that could do everything on our list. Many could meet between 50% and
75% of our requirements but each was missing various components. An option
would have been to knit together three or four different products but that was far
from ideal. Then we identified Varonis DatAdvantage. On face value it appeared
to do everything on the wish list, plus offered additional useful functionality and
therefore power in ensuring we could adhere to our security protocols.”
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THE SOLUTION

The Marine Institute began by installing DatAdvantage on a virtual machine and
tested it on a couple of fileservers outside of the live environment - reporting and
simulating changes. Having proved its effectiveness, the solution was rolled out
across the institute’s entire infrastructure.

Today, DatAdvantage is helping the Marine Institute address the risks associated
with its data permissions. Its detailed reporting easily proves that IT controls

are stringent, and helps Keith and the ICT team to manage user permissions
quickly and easily. By aggregating Active Directory user and group details, ACL
(Access Control List) information and all data access events DatAdvantage easily
determines who has access to a folder, which folders a user or group has access
to, and helps identify excessive permissions. This intelligence allows the Marine
Institute to identify rightful data owners, who are then involved in the process,
checking that the people who currently have file level permissions were the right
personnel with the correct levels.

Keith adds, “At the start of this project we were originally sourcing a reporting
solution so we could determine where the issues lay with the plan to
subsequently go through them manually. Using DatAdvantage I'm confident that
we’ve done that as efficiently as possible. In a few months we’ve completed

the audit, made the necessary changes required and we’re now in a position to
control access moving forwards. We have only the correct personnel authorised
to access the data that they require and no other data. But there’s a lot more to
DatAdvantage than just reporting. It gives me the ability to exercise control, and
to make actions based on the reports, which exceeds our original requirements.
As data owners change over time, and that’s the nature of our sector which isn’t
going to change anytime soon, it’s important to keep track of who the owners are
and that’s where the software comes into its own — we can do that quickly and
efficiently which was impossible previously. In addition, the audit trail functionality
ensures that we can trace any user activity within a share”.
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BUSINESS BENEFITS

ONLY AUTHORISED PEOPLE HAVE ACCESS TO SECURITISED DATA

In a few months of using DatAdvantage, the institute’s ICT team has completed
an audit of its existing permission structures, made the necessary changes to
address excessive and redundant permissions and is now in a position to control
access moving forwards.

EASILY TRACK AND IDENTIFY DATA OWNERS AS THEY CHANGE
OVER TIME

The Marine Institute’s data owners regularly change overtime - that’s the nature
of its sector which isn’t going to change anytime soon, so it’'s important to keep
track of who the owners are. By tracking file activity DatAdvantage helps identify
data owners who are then involved in the process, checking that the people who
currently have file level permissions are the right personnel with the correct levels.

THE POWER TO ENSURE IT ADHERES TO ITS SECURITY PROTOCOLS

DatAdvantage gives the institute the ability to exercise control, and to take
actions based on the reports, giving it the power to ensure it adheres to its
security protocols. This additional functionality exceeds the original remit.



ABOUT VARONIS

Varonis is the leading provider of software solutions for unstructured, human-generated
enterprise data. Varonis provides an innovative software platform that allows enterprises
to map, analyze, manage and migrate their unstructured data. Varonis specializes

in human-generated data, a type of unstructured data that includes an enterprise’s
spreadsheets, word processing documents, presentations, audio files, video files, emails,
text messages and any other data created by employees. This data often contains an
enterprise’s financial information, product plans, strategic initiatives, intellectual property
and numerous other forms of vital information. IT and business personnel deploy Varonis
software for a variety of use cases, including data governance, data security, archiving,
file synchronization, enhanced mobile data accessibility and information collaboration.

Free 30-day assessment:

WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data,
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations about
how to limit access to files and folders to just those users who need it for their jobs.

START YOUR FREE TRIAL

WORLDWIDE HEADQUARTERS

1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com W www.varonis.com

UNITED KINGDOM AND IRELAND

Varonis UK Ltd., Warnford Court, 29 Throgmorton Street, London, UK EC2N 2AT T +44 0207 947 4160 E sales-uk@varonis.com W www.varonis.com

WESTERN EUROPE

Varonis France SAS, 13-15 rue Jean Jaures (ler Etage) 92800 Puteaux T +33 184 88 56 00 E sales-france@varonis.com W sites.varonis.com/fr

GERMANY, AUSTRIA AND SWITZERLAND

Varonis Deutschland GmbH, Welserstrasse 88, 90489 Nirnberg T +49(0) 911 8937 1111 E sales-germany@varonis.com W sites.varonis.com/de
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