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“We chose Varonis following standard procurement processes
in our company as well as technical evaluations within our IT
lab. The technical evaluations were very important to determine
that the software had the necessary functional and technical
capabilities to provide us with a central access control reporting
and monitoring solution that would be sufficiently scalable for the
size of our company and our project needs...What we have now is
unprecedented visibility into who has access to which information.”

—Jan Billiet,
Director of IS Security and Risk Management
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THE CUSTOMER

Philip Morris International (PMI)

LOCATION
New York, USA

INDUSTRY

Consumer Goods

Philip Morris International, or “PMI” in short, is the leading international
tobacco company, with products sold in approximately 180 countries.
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THE CHALLENGE

PMI wanted global visibility and easier access to the growing amount of access
control information replicating within and across Active Directory, SharePoint,

and file server installations. PMI recognized that tools available prior to this
program were not satisfactory and that a proper solution had to be found to
complement its global identity management system which primarily deals with
protection of structured information. The company did not just want to install
software - it wanted to implement a strategic solution with well-defined use cases,
documentation and service level agreements.

EVALUATION PARAMETERS

PMI created a plan to move away from their legacy systems and practices for
reviewing group and individual access to selected data sets. Their plan involves
implementing a more systematic approach to appointing data owners and
engaging them more efficiently in entitlement reviews.

Jan Billiet, Director of IS Security and Risk Management, explains, “Overall we
realized that available solutions, either packaged or custom developed, were not
sufficient in helping us with the review of access permissions in Active Directory
and file servers. And they could not keep up with the growth of the data and the
complexity of these access permissions.”
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THE SOLUTION

To this end, PMl initiated a program which it calls EPICS (Enhanced Protection of
Important Information and Collaboration Systems). EPICS uses Varonis software
to provide an overview of all user access control information maintained in Active
Directory. PMI also installed DatAdvantage for SharePoint and DatAdvantage for
Windows, as part of a strategy to achieve overall visibility across the company

of who has access to what information on Active Directory, SharePoint and file
servers. A centralised solution was planned and built around use cases which PMI
drew up during the planning stage. Examples of use cases implemented include:

- ldentifying which objects (e.g. shared folders) relating to important company
information should be subject to scheduled reporting and/or ongoing
monitoring

« Reviewing group memberships, e.g. for Active Directory groups granting
Server Administrator privileges

« Reviewing file server permissions

« Reviewing sFTP permissions

« Removing inactive accounts

« Reviewing user activity on file servers

« Verifying segregation of duties within IT functions

« Reviewing accounts not managed by the company’s identity management
system

- Requesting ad hoc reports

The company wanted to support in a standardized way execution of Active
Directory and file server related base-line security controls, while being able to
move away from legacy tools and practices around review of group or individual
access to selected data sets so as to more systematically appoint data owners
and engage them efficiently in such reviews. It was also important to implement
a system that could provide over time the capability to extend the reporting and
monitoring of access control permissions with technology for more centralized
access control administration and coordination of entitlement reviews.

The EPICS infrastructure and service covers access control information of more
than 50,000 users in 48 countries, 2+ million Active Directory relationships, and
7 million folders in SharePoint and file servers spread over 80+ servers in Europe,
Asia and Latin America. The deployment of DatAdvantage took approximately
one year, in line with project goals. Since the release of the EPICS service,
20,000 reports are generated for the company’s 50+ information security
personnel giving them regular and detailed information about how access control
list information is defined, maintained and reviewed.

The company continues to make progress in developing EPICS, for example
through development of new use cases. Next steps include a pilot of Varonis’
DataPrivilege solution to manage better entitlement reviews, automate data
owner involvement in the authorisation process and further ensure that data
owners and service providers adhere to corporate requirements.
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BUSINESS BENEFITS

GLOBAL VISIBILITY OF ACTIVE DIRECTORY, FILE SERVER AND
SHAREPOINT PERMISSIONS FROM A SINGLE INFRASTRUCTURE

EPICS uses Varonis software—DatAdvantage for SharePoint and DatAdvantage
for Windows—as part of its strategy to enhance overall visibility across the
company of who has access to what information on Active Directory, SharePoint
and file servers.

QUANTIFY ACCESS CONTROL CHALLENGES AND DRIVE
INITIATIVES AROUND “ACTIVE DIRECTORY HYGIENE”

The IT department leverages the metadata produced by this implementation, to drive
quality and consistency in this important security domain as well as raise awareness
within IT and business stakeholders for other initiatives around access control.

IDENTIFY AND REMEDIATE EXCESSIVE PRIVILEGED ACCESS TO
SERVERS

The metadata intelligence collected by Varonis DatAdvantage enables PMI to
investigate permission administration inconsistencies, engage data owners
more in the review of access to important company information, and increase
opportunities for access control automation.
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ABOUT VARONIS

Varonis is the leading provider of software solutions for unstructured, human-generated
enterprise data. Varonis provides an innovative software platform that allows enterprises
to map, analyze, manage and migrate their unstructured data. Varonis specializes

in human-generated data, a type of unstructured data that includes an enterprise’s
spreadsheets, word processing documents, presentations, audio files, video files, emails,
text messages and any other data created by employees. This data often contains an
enterprise’s financial information, product plans, strategic initiatives, intellectual property
and numerous other forms of vital information. IT and business personnel deploy Varonis
software for a variety of use cases, including data governance, data security, archiving,
file synchronization, enhanced mobile data accessibility and information collaboration.

Free 30-day assessment:

WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data,
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations about
how to limit access to files and folders to just those users who need it for their jobs.

START YOUR FREE TRIAL

WORLDWIDE HEADQUARTERS

1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com W www.varonis.com

UNITED KINGDOM AND IRELAND

Varonis UK Ltd., Warnford Court, 29 Throgmorton Street, London, UK EC2N 2AT T +44 0207 947 4160 E sales-uk@varonis.com W www.varonis.com

WESTERN EUROPE

Varonis France SAS, 13-15 rue Jean Jaures (ler Etage) 92800 Puteaux T +33 184 88 56 00 E sales-france@varonis.com W sites.varonis.com/fr

GERMANY, AUSTRIA AND SWITZERLAND

Varonis Deutschland GmbH, Welserstrasse 88, 90489 Nirnberg T +49(0) 911 8937 1111 E sales-germany@varonis.com W sites.varonis.com/de

\\ VAR Oﬂ l S Philip Morris International (PMI)


http://hub.varonis.com/evaluation
http://hub.varonis.com/evaluation 
http://hub.varonis.com/evaluation 
mailto:sales%40varonis.com?subject=
http://www.varonis.com
mailto:sales-uk%40varonis.com?subject=
http://www.varonis.com
mailto:sales-france%40varonis.com?subject=
http://sites.varonis.com/fr/
mailto:sales-germany%40varonis.com?subject=
http://sites.varonis.com/de/

