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“We liked DatAdvantage immediately since it was totally transparent,
because it told us right away the access rights that certain folders
had, which people accessed those folders, where the content was
moving to and if that access needed to be tightened.”

— Mark Katz
CTO, Shufersal
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THE CUSTOMER

Shufersal

LOCATION

Israel

INDUSTRY
Retail

Shufersal, established in 1958 and part of the IDB Capital Group,

is Israel’s largest retail chain, operating 270 stores nationwide,
covering a total area of 540,997 square meters, and employing
approximately 12,400 employees. Annual revenues in 2010 reached
NIS 1113 billion. Shufersal’s Loyalty Club is the leading loyalty club in
Israel with 1.4 million members. Club members enjoy cash coupons,
accumulated bonuses, discounts and special offers.
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THE CHALLENGE

The company needed to bring its internal auditing functions into line with the
Sarbanes—Oxley Act for it to be fully compliant. The company’s auditors had told
them that they risked fines for non-compliance if they did not take immediate
remedial action. The auditors also said that being compliant would help Shufersal
avoid data breaches.

Shufersal wanted more control over the permissions which staff had on file
servers and its Microsoft Exchange environment. Previously, it was almost
impossible to see where global groups had access over the file servers and
Microsoft Exchange environment.

The company began looking at Varonis’ solutions and was impressed with

the transparency it gave to the users of the system. Shufersal CTO Mark Katz
said, “We were looking for a data governance solution that could provide a clear
snapshot at any time of any employee’s access rights, and identify areas of the
organisation which may have too much access and too many rights. As well as
this, we needed a way to know when content was moved or deleted, how it was
being used, and by who. DatAdvantage gave that to us from the very beginning.”

Katz said, “Managing and protecting the information for a large company such
as ours manually is time-consuming, ineffective and error prone. My team
needed automated analysis of the organization’s permissions structure so that
we could ensure that the correct owners were assigned to the correct files. We
also needed the facilities to analyse actual access activity to identify likely data
owners and possible access breaches for compliance.”
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EVALUATION PARAMETERS

Katz said, “We liked DatAdvantage immediately since it was totally transparent,
because it told us right away the access rights that certain folders had, which
people accessed those folders, where the content was moving to and if that
access needed to be tightened.”

Being a retail outlet Shufersal found it difficult to find out who needed access to
specific files since staff members are widely distributed across the organization.
As the company expanded it became clear that this situation had to be
addressed and a common solution provided.

As a result, Varonis DatAdvantage for Windows and DatAdvantage for Exchange
were deployed across the retailer’s network.

THE SOLUTION

DatAdvantage provides Shufersal with an understanding of what data users are
actually accessing and using, and offers recommendations about how to tighten
access privileges without creating unnecessary or potentially damaging changes.

The company found that the system was very user-friendly and gave them all

of the info they had been seeking (and much more). Varonis DatAdvantage
allowed them to automate access and permission management for unstructured
and semi-structured data on all their file systems, NAS devices and Exchange
mailboxes and can even cover additional environments.

The software provides visibility into the existing access controls and data usage,
and allows users to write their own rules for the memberships of each group.
DatAdvantage gives the company the ability to test out, in a ‘safe’ sandbox,
permissions and group membership changes before it decides to commit to
them. This ensures that the correct groups and permissions are set with minimum
impact on company productivity — testing ensures that the right parameters are
applied without affecting the retailer’s operations.

The solution installed easily and with no problems.

FUTURE PLANS

The company is planning on cleaning up all permissions for its global groups (i.e.,
everyone group) and to allocate data owners to all of its sensitive data.
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BUSINESS BENEFITS

VISIBILITY OF SHUFERSAL DATA USAGE

Shufersal has found that the new reporting structure which DatAdvantage
provides gives it a clear all-round view of how data is being used by its staff and
ensures that the correct people are accessing only the files which they need to
access and no more.

ADAPTIVE AUTHORISATIONS

Before, Shufersal had no way of knowing what staff had access to what
information. They knew that sensitive information had to be protected but had
no way of knowing whether access privilege changes being made were correct.
With DatAdvantage they know that the right people are accessing the right data.

ACTIONABLE DATA INTELLIGENCE

Varonis captures every file access event (open, create, delete, modify, move,
etc. by every person accessing the monitored data, allowing Shufersal to quickly
manage and monitor event anomalies around sensitive data. This visibility and
auditability enable Shufersal to stay compliant and adhere to regulations.

Now, Shufersal can ensure that all file accesses are being captured and
monitored. This means that every time any member of staff opens or creates,
deletes or modifies a file the organisation has a complete view of what all users
have done and allows Shufersal to speedily manage, if necessary, any suspicious
activity around its sensitive data.



ABOUT VARONIS

Varonis is the leading provider of software solutions for unstructured, human-
generated enterprise data. Varonis provides an innovative software platform that
allows enterprises to map, analyze, manage and migrate their unstructured data.
Varonis specializes in human-generated data, a type of unstructured data that
includes an enterprise’s spreadsheets, word processing documents, presentations,
audio files, video files, emails, text messages and any other data created by
employees. This data often contains an enterprise’s financial information, product
plans, strategic initiatives, intellectual property and numerous other forms of vital
information. IT and business personnel deploy Varonis software for a variety of use
cases, including data governance, data security, archiving, file synchronization,
enhanced mobile data accessibility and information collaboration.

Free 30-day assessment:

WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data,
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations about
how to limit access to files and folders to just those users who need it for their jobs.

START YOUR FREE TRIAL

WORLDWIDE HEADQUARTERS

1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com W www.varonis.com

UNITED KINGDOM AND IRELAND

Varonis UK Ltd., Warnford Court, 29 Throgmorton Street, London, UK EC2N 2AT T +44 0207 947 4160 E sales-uk@varonis.com W www.varonis.com

WESTERN EUROPE

Varonis France SAS, 13-15 rue Jean Jaures (ler Etage) 92800 Puteaux T +33 184 88 56 00 E sales-france@varonis.com W sites.varonis.com/fr

GERMANY, AUSTRIA AND SWITZERLAND

Varonis Deutschland GmbH, Welserstrasse 88, 90489 Nirnberg T +49(0) 911 8937 1111 E sales-germany@varonis.com W sites.varonis.com/de
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