v
adadi d
h 4

v
¢

VARONIS case sTupy

lpswich Hospital NHS Trust

«

W\



The Ipswich Hospital NHS|

MHS Trust

“We wanted to allow certain individuals access to nhecessary
documents outside of their office hours and while offsite but in a
controlled and secure manner...Thanks to Varonis DatAnywhere,
Ipswich Hospital now has a secure connection to our data, end-to-
end, making life easier and more efficient for our staff, volunteer
non-executive directors, and other organisations with which we
interact. Varonis has reduced the cost of regularly printing board
papers and minutes, thereby reducing the risk of this printed
material going astray. My team and | can see what is being shared
and with whom, which is something we couldn’t do without Varonis.”

—Karl Kroger, Data and Security Administrator, Ipswich Hospital
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THE CUSTOMER

IPSWICH HOSPITAL NHS TRUST

LOCATION
Suffolk, England

INDUSTRY

Healthcare

Ipswich Hospital NHS Trust is a busy district general hospital

in Suffolk, England. Its 3,500 employees provide a wide range
of emergency, medical, surgical, and maternity services to the
population of East Suffolk, England and serves a catchment area
of approximately 360,000 people.
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BUSINESS REQUIREMENTS

File sharing with internal staff, volunteer non-executive directors, and
third party organisations such as legal firms, insurance companies
and other medical professions, while adhering to the Information
Governance Check List.

A group of Accident and Emergency Consultants working in this busy department
wanted to be able to share and view the work schedule, which often changed at
the last minute, while away from the hospital. To do this they were using a cloud
based service.

Via DatAnywhere, the emergency team can now access and change a central
work schedule that encompasses every shift for the whole department. Karl
Kroger, Ipswich Hospital’s data and security administrator: “Our emergency
doctors, who can sometimes be less accessible simply because they are just
so busy and work shifts, have been able to get up and running with minimal
interaction from IT. Feedback about DatAnywhere has been that it’s intuitive —
there have been no issues of anyone not understanding what is required.”

The hospital has several boards and committees comprised of employees,
external members of the public, and volunteer non-executive directors. Before
each meeting, board papers would be produced printed and circulated. On
occasion, due to last minute changes, information would be emailed which was
far from ideal due to the sensitive nature of the documents.
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Ipswich Hospital now uses DatAnywhere to circulate confidential board materials
to its non-executive directors, whom have all responded positively to the solution.
They can access prepared documents instantly, which can be updated right up to
the start of, and viewed throughout their meetings.

REDUCE COSTS AND INCREASE PRODUCTIVITY

Before each board and committee meeting, papers would be produced.
Historically these were printed and circulated — an expensive and labour
intensive procedure. The added frustration was, often, items would change
or be added to the agenda which would mean reprinting and circulating the
papers at the last minute.

RETAIN CONTROL OF WHAT IS BEING SHARED AND WITH WHOM:

Sharing patient documents with third parties such as legal firms, insurance
companies and other medical professionals previously meant sending
printed materials.

By creating a dedicated, easy to manage environment where confidential
materials are stored, and using DatAnywhere to provision access, Ipswich
Hospital now retains strict control over what is published outside of the hospital.
“My team and | can see what is being shared and with whom — something we
couldn’t do without Varonis,” says Karl.
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THE VARONIS SOLUTION

Varonis DatAnywhere

Using Varonis DatAnywhere, Ipswich Hospital created a

dedicated environment where confidential information such as
board and committee papers and meeting minutes (for example,
containing future plans and initiatives under evaluation, that

could cause unnecessary upset if disclosed before formalised),

can be stored. Occasionally DatAnywhere is also used to share
confidential information such as patient files with external third-party
organisations, or even large files such as repository logs. Strict
control must be maintained over what is published outside of the
Hospital; DatAnywhere keeps all data in their existing file services
environment, so the information doesn’t actually leave the hospital’s
system and Ipswich Hospital’'s manageability is kept simple.

Karl adds, “The requirement came up at short notice so we didn’t really have
long to research the market. We did an internet search and found Varonis - on
paper DatAnywhere looked really good because it would allow us to keep the
data on our systems yet share it externally when needed. Overall it would do the
job we wanted and was reasonably priced. What won us over was how helpful
they [Varonis] were. Its representatives were keen and helped set up a demo,
and were able to move quickly to get us up and working in a matter of days.”

\\ VAR On l S The Ipswich Hospital NHS Trust 6



RESULTS

Improved Productivity and Efficiency

DatAnywhere his dramatically reduced the cost of printed materials,
and improved productivity for both the admin team responsible
for preparing papers but also the board members who can view

materials when convenient to them.

REDUCED RISK

Looking at a specific user case, Ipswich Hospital has also found

DatAnywhere useful when sharing patient documents with third parties.

Karl added, “DatAnywhere has introduced a number of benefits. We now have
the ability to share files with third parties — for example, we sometimes have
requests to view the ‘log files’ [recorded network activity which can be used to
isolate errors, or unusual behaviour, within the enterprise] which are very large,
and we can use DatAnywhere to do this.”
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ABOUT VARONIS

Varonis is the leading provider of software solutions for unstructured,
human-generated enterprise data. Varonis provides an innovative software
platform that allows enterprises to map, analyze, manage and migrate their
unstructured data. Varonis specializes in human-generated data, a type of
unstructured data that includes an enterprise’s spreadsheets, word processing
documents, presentations, audio files, video files, emails, text messages and
any other data created by employees. This data often contains an enterprise’s
financial information, product plans, strategic initiatives, intellectual property
and numerous other forms of vital information. IT and business personnel
deploy Varonis software for a variety of use cases, including data governance,
data security, archiving, file synchronization, enhanced mobile data accessibility
and information collaboration.

Free 30-day assessment:

WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data,
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations
about how to limit access to files and folders to just those users who need it
for their jobs.

START YOUR FREE TRIAL

WORLDWIDE HEADQUARTERS

1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com W www.varonis.com

UNITED KINGDOM AND IRELAND

Varonis UK Ltd., Warnford Court, 29 Throgmorton Street, London, UK EC2N 2AT T +44 0207 947 4160 E sales-uk@varonis.com W www.varonis.com

WESTERN EUROPE

Varonis France, 13-15 rue Jean Jaures (ler Etage) 92800 Puteaux T +33 184 88 56 00 E sales-france@varonis.com W sites.varonis.com/fr

GERMANY, AUSTRIA AND SWITZERLAND

Varonis Deutschland GmbH, Welserstrasse 88, 90489 Nirnberg T +49(0) 911 8937 1111 E sales-germany@varonis.com W sites.varonis.com/de
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http://hub.varonis.com/evaluation

