VARONIS CASE STUDY

Mercy Health and Aged Care Queensland Limited

“With its complete audit trail and reporting capabilities Varonis DatAdvantage and
DataPrivilege easily allow us to demonstrate compliance with various Industry
Security standards. In addition, another major improvement we have been able
to make since its introduction, is moving the task of provisioning access away
from IT, and instead identifying those ultimately responsible for the data. These
data owners are then empowered to make informed decisions about how their
data is used and by whom which is both morally, and administratively, beneficial.”
Marcia Healy
Information Systems Officer
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The Customer
Mercy Health and Aged Care Central
Queensland Limited (MHAC)
LOCATION
Central Queensland:
Rockhampton, Yeppoon, Gladstone, Bundaberg and Mackay

INDUSTRY
Healthcare

Mercy Health and Aged Care Central Queensland Limited (MHAC)
is a not-for-profit catholic organisation committed to delivering the
highest quality of health and aged care to the community of Central
Queensland. It has dedicated professional staff working in a team
environment to deliver relevant, compassionate, innovative and
responsive care.
MHAC currently employs approximately 1,400 people working across:
• 5 Private Hospitals located in Mackay, Rockhampton, Gladstone, Bundaberg
and Yeppoon
• 3 Residential Aged Care Facilities in Rockhampton
• 2 Retirement Villages in Rockhampton
• Day Respite and Day Therapy Centres in Rockhampton
• Mackay Day Surgery Unit
• Linen and Food Services in Rockhampton
• Corporate Office located in Rockhampton
It believes in providing services to all people, guided by values of compassion,
human dignity, justice, service and special concern for the poor.
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THE CHALLENGE
With various information security standards to adhere to, MHAC needed
transparency into who was accessing its data, and what they were doing with
it. In addition, with nearly 400 workstations, and a user base of 600, MHAC also
needed an easier, holistic, approach to control access to its data. Marcia Healy,
Information Systems Officer for MHAC, explains, “As part of compliance with
various legislatures, we needed a mechanism to provide visibility into who was
accessing our data. We were also conscious that our IT team were receiving, and
provisioning, access requests which, although technically capable, they did not
have adequate data context, value or other relevant insight on which to base
these decisions.”

EVALUATION
PARAMETERS
MHAC knew it needed to improve visibility, and control, of users’ access rights.
Marcia explains, “We knew that certain groups had various access rights, through
NFTS permissions. However, this was exceptionally complicated as we did not
have a holistic view. We needed transparency to be able to monitor who was
accessing information and identify what they were doing to it.”
Due to the nature of the organisation, MHAC’s workforce includes a large
percentage of shift workers further complicating users’ access permissions.
MHAC did evaluate alternative solutions to audit and manage shared folders and
files. However it found that these other solutions, instead of retaining the NTFS
permissions, were building an extra private access layer. This was an obvious risk
should the system ever need to be uninstalled or stop functioning for any reason.
The Varonis system solved this issue as it retains all the NTFS permissions so all
shared files would still be protected even if it were ever uninstalled or stopped
working in the future.
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THE SOLUTION
Varonis DatAdvantage and DataPrivilege ensures MHAC can meet these
challenges.
The solution allows MHAC to identify who is accessing its information and what
they are doing with it. With a complete audit trail, MHAC can prove policies are
in place, and being adhered to, to satisfy compliance with various national and
international information security standards.
Starting with one of its Aged Care facilities, MHAC used Varonis to maintain the
management of data ownership. From this point it nominated, with the help of
the system, data owners who were then trained in managing their own data
privileges.
Marcia explains, “The solution automatically identifies who the likely data owners
are and they are then empowered to assign the permissions for their information.
Any one who needs access to files can raise a request which is directed to the
relevant data owner automatically who provisions the request. It also allows us
to remove access rights from groups, without having to go through them one by
one, when someone terminates their employment which previously was a huge
job.”
MHAC has already started to classify data, and identify data owners, in other
parts of its business. In the coming months, it will meet with all its clinical quality
and risk staff to introduce them to the system and train them in its use, before
fully rolling out across the organisation.
Marcia clarifies, “From our first integration we discovered that its user friendly
interface means it’s very easy for people to use and training isn’t too arduous.
The fact that it’s also supported by automated workflows, in email, is a real
benefit as it’s simplistic and users are familiar with the interface.”
Speaking specifically about the improvements MHAC has been able make,
Marcia concludes, “An immediate benefit is, by removing the onus of this
responsibility from IT, the process of provisioning users becomes far more
efficient as people are now dealing direct with managers who can action
the request immediately. It also strengthens security to sensitive data as the
appropriate person is making the decision of who does and doesn’t have
access. This is great both morally and administratively. Although we haven’t
made a full cost analysis, we predict ROI within three to six months, which is just
phenomenal.”
MHAC expects to complete its integration across the entire organisation by end
of September 2012.
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BUSINESS BENEFITS
Demonstrate Compliance with information security
standards
With a complete audit trail, MHAC can prove policies are in place, and being
adhered to, to satisfy compliance with various national and international
information security standards. It also strengthens security to sensitive data as
the appropriate person is making the decision of who does and doesn’t have
access - great both morally and administratively.

Transparency into who is accessing its data, and what
they are doing with it
MHAC can not only classify its data, but also identify who is accessing the
information and what they are doing with it.

An easier, holistic approach to control access
The process of provisioning users becomes far more efficient as people are now
dealing direct with managers who can action the request immediately.
Marcia explains, “The solution automatically identifies who the likely data owners
are and they are then empowered to assign the permissions for their information.
Any one who needs access to files can raise a request which is directed to the
relevant data owner automatically who provisions the request. It also allows us
to remove access rights from groups, without having to go through them one by
one, when someone terminates their employment which previously was a huge
job.”
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About Varonis
Varonis is the leader in unstructured and semi-structured data governance
software. Based on patented technology and a highly accurate analytics engine,
Varonis solutions give organizations total visibility and control over their data,
ensuring that only the right users have access to the right data at all times from
all devices, all use is monitored, and abuse is flagged.
Varonis makes digital collaboration secure, effortless and efficient so that
people can create and share content easily with whom they must, and
organizations can be confident their content is protected and managed
efficiently.

Free 30-day assessment:
Within hours of installation
You can instantly conduct a permissions audit: File and folder access
permissions and how those map to specific users and groups. You can even
generate reports.

Within a day of installation
Varonis DatAdvantage will begin to show you which users are accessing the
data, and how.

Within 3 weeks of installation
Varonis DatAdvantage will actually make highly reliable recommendations about
how to limit access to files and folders to just those users who need it for their
jobs.

Worldwide Headquarters
1250 Broadway, 31st Floor, New York, NY 10001 T 877-292-8767 E sales@varonis.com
United Kingdom and Ireland
Varonis UK Ltd. Warnford Court 29 Throgmorton Street London, UK EC2N 2AT T 020 3402 6044 E sales-uk@varonis.com
Western Europe
Varonis France SAS 4, rue Villaret de Joyeuse 75017 Paris France T +33 (0)1.82.88.90.96 E sales-france@varonis.com
Germany, Austria and Switzerland
Varonis Deutschland GmbH Robert Bosch Strasse 7 64293 Darmstadt T +49-0-6151 2749070 E sales-germany@varonis.com
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