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HenpepbIBHOCTL OM3HEC-NPOLEeCCOB
U yrposbl 6e30nacHoOCTHU

B cBA3M CO cTpemMmnTenbHbIM POCTOM YKUCIa COTPYAHMKOB, paboTatolwmx yaaneHHo, Cny>K6bl MHPOPMaLMOHHON 6€30MacHOCTH
BbIHY>XAEHbI 0C1abNATb MepPbI 3aLlnTbl paan obecnedenns 6ecnepedonHon padboTsl CBOMX Npeanpuatii. Konnyectso
VPN-yCTpOIiCTB 1 cepBepoB A14 paboTbl C yAaneHHbIMM pabourMu CTONaMu C BbIXOAOM B MHTEPHET B NOC/1E€AHEEe BPEMSA
pe3Ko yBenmunnock. Hanpumep, nub 3a NOCNeAHWA Mecsl, MX Yncno Bblpocio Ha 30%, M 3HaUMTENbHO BO3POC/IO
ncnonb3oBaHue nnatdgopmel Microsoft Teams. Takue hakTopbl Kak CMAryeHmne noMTuK 6€30MacHOCTN N OTMEHA CTPOrux
TpeboBaHuii K ncnonb3osanuio VPN, 4ToObl COTPYAHNKM UMETM BO3MOXHOCTb paboTaTk C haiiamn, NOYTON 1 MpUIoxe-

HUAMUW 13 lOMa, MOTYT NPEACTaBNATb OFPOMHbIV PUCK ANA KOMMNaHWi.

KomaHga Varonis noarotosuia CNnMcoK 13 Ndti Hanbonee pacnpoCTPaHEHHbIX PUCKOB, @ TaKXKe pekoMeHaaumm no nx

NpPeaoTBPALLEHMIO.

B3snom VPN nytem nepebopa naponen
DULINHI

Artaka 4yepes nocpegHuka (Man-in-the-Middle)
BpenoHocHble npunoxeHus Azure

BHyTpeHHUe yrposbl
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Banom VPN nytem nepebopa
naponew

VPN yacTto aBngeTtcd W30M Ang A0CTyNa K BaXHbIM 1 KOHpUAeHUnanbHbIM AaHHbIM. C pOCTOM KO/IMYEeCTBa COTPYAHNKOB,
paboTaloLLnX U3 AOMa, OpraHu3aumm ctanu paspewats goctyn yepes VPN 3HauntensHo 00bLUEMY YNCY NMOSb30BaTEEeN.
3Hada 00 3TOM, Xakepbl 4aCTo MbITaloTCS NOAy4YMTb AocTyn K VPN nyTem nonHoro nepebopa BCeX BO3MOXHbIX BAPMAHTOB

naponeti. NMogo6pas naponb K VPN, Xxakepbl MOryT NOBbILAaTh CBOW NPaBa, U3y4aTb OObEeKTbl B CETU 1 MCMO/Ib30BaTh YyXKne

yUYeTHble AaHHble AN XULEeHUS KOHMUAEHUMaNnbHOW nHhopmaymm.

Ho nopg yrposon He to/16k0 VPN. Hala koMaHaa HabntogaeT ckaukooOpasHblid POCT ciiydqaeB nogoopa naponen K Active
Directory n Be6-cepBucam, UCNOMb30BaHNe KOTOPbIX B MocneaHee BpeMs yBemumnoce. Mpr aToMm ogHM opraHusaumm
OTK/IIOYAIOT ONOBELLEeHNA O NPEeBbLILLEHWM ONPEAeNeHHOro KoMnyecTBa HeydauHblxX NOMNbITOK BXOAA, a Apyrue He cnegar
3a NpoLeccom ayTeHTurkaumm nonp3osartenein. K ToMmy xe, BaXkHO NOHMMaTb, YTO Aa/IEKO He BCe AENCTBUA XaKepoB

3aMeTHbl U OCTaBNAIOT cnefbl.

Yem MoxeT noMoub Varonis R

Potential Brute Force attack targeting a specific account

BcTpoeHHble mogenn yrpo3 Varonis nossongdoTt Summary
OGHaPYXMTb aHOMAsbHBIE MOMbITKU ayTEeHTUMUKALMM Alertinfo: & Alert © Intrusion Status: Open

. . 6 authentication attempts for Pulse Secure VPN\phishedphil from 175.45.177.50
B VPN u Active Directory: 3ano/iHeHne yyYeTHbIMY AaHHbIMU,

pacnbiieHne naponen n 6pytdopc-ataku. Hawm mogenm

Yrpo3 yunTbIBaloT 60/bLLUE KOHTEKCTA O COOBLITUAX: KaXaoe Risk Assessment Insights:

cobbITMe AONOHAETCA AaHHbIMK 13 Active Directory,

BeO6-MPOKCK 1 CUCTEM XpaHeHMs, Taknx Kak SharePoint l Pulse Secure VPN\ Account is not on the Watch List
phishedphil Account is disabled/deleted

nnn OneDrive.
Is not a privileged account

Account is stale/new
Did not trigger alerts in the 7 days prior to the cur

2 additional insights

e MO T G s VPN (oo ]

AKTMBHOCTN — 1 Mbl HE MMeeM BBMAY NMPOCMOTP Heo6pa— Events Event Details
60TaHHbIX KYPHaNbHbIX 3anmcen, a 4ONO/IHEHHbIe

KOHTEKCTOM MO/IHOLEHHbIE CBEAEHMS O COObITUSX. 3aTem Evars Savad Seardies
3TN CBeAeHNA MOXXHO MCMNO/Ib30BaTb A/ OTYETHOCTU 1N

Platform: VPN v
O@HapyerVlﬂ yrpos:

v

Connections Open for More Than a Day This Month

Moapo6Hbi pa3s6op aTak MeToaoM
nepe6opa naponew B 6nore Varonis

v

Failed Nightly VPN Login Attempts This Week

Failed VPN Login Attempts frol uspicious Sources...

v

Failed VPN Logins by Stale Users This Month

®:
®:
®:
®:
®:

v

Failed VPN Logins to Disabled Accounts This Month


https://www.varonis.com/blog/brute-force-anatomy-of-an-attack/
https://www.varonis.com/blog/brute-force-anatomy-of-an-attack/
https://www.varonis.com/blog/brute-force-anatomy-of-an-attack/

@ OULINHT

QULMHF — 3TO OAMH U3 CaMblIX NMOMY/IAPHBLIX CNOCOOO0B,
MNCNONb3yeMmblil KNbepnpecTynHuKamu ANng NPOHUKHOBEHNS
Ha YCTPOMCTBA CBOUX XEPTB, U, yUUTbIBAS Xaxay MHPOp-
MaLunn y COBPEMEHHOIO OOLLECTBA, 3TOT CNOCOO KparHe
shhexkTnBeH. B none Halero speHnsa nonano HeCKosIbKo
rnceBAoOKaMnaHuim, NOCBALLEHHbIX KOPOHaBMUPYCY,
KOTOpbIE 3aMaHnBaInN NO/Ib30BaTeIen NOYTOBbLIMU PACChI/-

KaMh O NoXepTBOBaHUAX, MeAnKaMeHTax N BakLUnHax.

HayaTne Ha CCblIKM B (PULLMHIOBbIX 91EKTPOHHBLIX MMCbMax
1 OTKPBITME 3aPaXKEHHbBIX B/IOXEHWA MOXET NPUBECTK

K yCTaHOBKE Ha Ballle YCTPOMCTBO BPeAOHOCHbLIX MPOrpamm,
C MOMOLLbIO KOTOPbIX 3/10YMbILLIEHHUK CMOXET YCTaHOBMUTL
KOHTPO/b 1 yMNpaB/eHWe Haf BalluUM YCTPOMCTBOM, 3apaxaThb
Apyrve yCTpoiCTBa B Balllei ceTu, BHeapsATb NporpaMmbl-
BbIMOraTeM MM NOXMLLATh AaHHbIe. COTPYAHWKM, NCMOSb-
3ytoLLme 419 AOCTyNa K KOPropaTUBHLIM pecypcam
CBOWMNYHBIE YCTPOICTBA, OCOBGEHHO YA3BUMbI 4719 aTak

C NMOMOLLbIO CKPbITOW 3arpysKu.

Abnormal service behavior: access to atypical files

Abnormal service behavior: access to atypical folders
containing GDPR data

Y ® coronavirusapp.site/mobile.hti (4]

TRACKER l

Coronavirus Tracker

Track Real-Time Coronavirus outbreak in Your
Street, City and State

HYem MmoxeT moMoub Varonis

Varonis o6HapyX1BaeT CETEBYIO aKTUBHOCTb, MOXOXYIO
Ha MOMbITKN YCTAHOBUTb KOHTPO/Ib U yNpaBieHune,

He TOMbKO NyTeM nomncka noakMoYeHui K U3BECTHbIM
onacHbIM IP-agpecam 1 goMeHam, HO 1 C MOMOLLbIO
rny6okoro aHannsa Tpaduka DNS 1 Be6-npokcu. 210
no3Bo/AeT 06HaPYXXMBaTb BPEAOHOCHbIE NPOrpammbl,
KOTOPbIE MaCKMpYIoT NepeaaBaemble AaHHbIe B Tpahuke
HTTP nnn DNS.

B nononHeHve kK 06Hapy>XeHWIo BPeAOHOCHbLIX MPOrpamm,
Moaenu yrpo3s Varonis 4acTo HaxodaT B3/IOMaHHOMO
nosb30BaTeNnd NnyTeM aHaanu3sa OTK/IOHEeHW B oCTyne

K (haiinam 1 aNeKTPOHHOW noyTe.

@ CkauainTte Haw 6ykneT o huinHre

N\ varonis


https://www.varonis.com/blog/cybersecurity-memo-templates/
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ATaka yepes nocpeaHmnka
Man-in-the-Middle

C pocToMm KonmyecTBa ntoael, paboTalolinx 13 AoMa, NPOAYKThI, NpeAHa3HauYeHHble A9 COBMECTHOV paboThl U MNOBbLILLIEHNS
NpPOAYKTUBHOCTM, CTa/ M MCMOMb30BaTbCA HAMHOIO Yalle. MHOrne nosib3oBaTtenn nNoayyaoT AOCTYN K STUM NPUIOKEHNAM
BrepBble. Xakepbl TOXe MOryT Moy4YnTb AOCTYMN K 3TUM NPUIOXKEHUSIM, CO34aBasi NoaAerbHble Be6-cTpaHuLbl 11 06MaHOM
3acTaB/Iaa No/b30BaTeNeil BBOANTL TaM CBOW YUYeTHble AaHHble. [laxe Hannune MHOroakTopHOM ayTeHTndnuKaumnm

He rapaHTMpyeT 3alMTy OT 3TUX Y/IOBOK. Y3HaB /TIOMMH M Napo/ib MNOMb30BaTE A, 3/T0YMbILIEHHUK MOXET MOYy4YnTb AOCTYN

K HaCcTodAWweMy NpunoXeHunto.

HYem MmoxxeT noMoub Varonis

B npvBeaeHHOR HxKe 3anmncu aHaamMTuki Varonis HarsaHo A@MOHCTPUPYIOT, Kak 3/10YMbILLIEHHWKM OCYLLECTBAT CBOU
ataku. 3aTeM Haluu cneumanucTbl U3yyatoT onoBeLleHns, cpabaTeiBalowme Ha nnatopme Varonis, Ha KaxaoM aTane aTaku:
HauMHas C NepBOro NocelleHVa NoaAe bHOM CTPAHNLIbI U MOMbBITKU XakepoM BOWTU C HECTaHAAPTHOrO MECTOMNOTOXEHMS,

N 3aKaH4MBagd akKTMBHOCTbLIO MOC/1e BTOPXEHNA.

Abnormal behavior: activity from new gelocation to the organization

Summary

Alert info: A Alert @ Exploitation Status: Open

Activity from new geolocation to the organization: Canada, Czechia, Italy, United Kingdom

The organization’s activity locations in the past 90 days

T e ¢
W

@ MocMmoTpuTe NpMMeHeHne «aTaku Yepes nocpeaHuKa» Ansa nonbsoBartensa
Office 365 c akTUBMpOBaHHOW MHOIrohaKTOPHOW ayTeHTUhukaumuen

N\ varonis


https://varonis.wistia.com/medias/uso1ybscz2
https://varonis.wistia.com/medias/uso1ybscz2
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@ BpegoHocHble npunoxeHna Azure

[ns niofgeid, BnepBble padoTatoLLyx yaaneHHo, MHOMMe NPUIOXKEHNUs 1 NPOLECCHl MOTYT OblTb HE3HAKOMbIMM. 310YMbILUNEHHUKM

BK/1aAbIBAKOT BPeAOHOCHbIE MPUIOXEeHNA Azure B cBOM CbI/ILLIl/IHI'OBbIe PacCCbIIKMN N MPOCAT nonb3oBartenen npegocrtaBnTb

00CTYyN K X AaHHbIM B Microsoft Teams n Office 365. Kak Tonbko nonb3oBaTeb caenaeT a1o, KubepnpecTynHUK noayyaet

[OCTYN KO BCeM haiinam 1 noyte, AOCTYMHLIM 3TOMY MO/1b30BaTeN!O.

HYem MmoxxeT noMoub Varonis

Varonis MOXeT OTC/IexmnBaTh 3anpocChl NPUNOXEHUIA Azure
Ha NpefocTaBneHre paspeLleHnii n, Takum oopasom,

C CaMOro Ha4yana oGHapy>xuBaTb NpU3Hakn atak. Kpome
Toro, Varonis cobupaert, aHan13unpyeT n kateropmusmpyer
Bce cobbitua B Office 365 ang kaxaoro snemerTa. Kak
TO/IbKO BPEAOHOCHAadA NporpaMma HaunMHaeT BblaaBaTb
cebs 3@ NErMTMMHOIro NoNb30BaTENS, OTNPaBNAA
3NEeKTPOHHbIE MUCbMA U 3arpy>xasa anisl, cpadaTtsiBaloT
noBefeHYeckne Mogenn yrpos Varonis, 1 Bbl NosyvaeTte

onoBeltlleHune.

B® Microsoft

I ©vzronis.com

Permissions requested

@ MicrosoftOffice
I

This application is not published by Microsoft or
your organization.

This app would like to:

Sign you in and read your profile
Read and write access to your mail
Send mail as you

Read all users’ basic profiles

Read your calendars

Read your relevant people list

Read all files that you have access to
Have full access to your files

Have full access to all files you have access to

C KL

Maintain access to datz you have given it access to

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

@ O3HakoMbTecCb C NOJ/IHbIM aHa/IM30M aTaku B 6nore Varonis

N\ varonis


https://www.varonis.com/blog/using-malicious-azure-apps-to-infiltrate-a-microsoft-365-tenant/
https://habr.com/ru/company/varonis/blog/493700/

@ BHYyTpEeHHWe yrpo3sbl

Ceiivac, korga 60M1bLWWMHCTBO COTPYAHMKOB BbIMOIHAIOT paboTy yAaNEHHO, OHM YaCTO NOJyYatoT AOCTYN K Le/IbIM MaccuBam
KOH(MAEHUNANBHOW MH(OPMALMN 1 3arpy>XatoT ee Ha CBOW NMYHble YCTPOMCTBA. W aaxe ecnm oHu genatoT 370 13 61arnx
noBy>XXAeHW, Takre AeNCTBUA NOABEPraloT OpraHM3aLmio 3HaunTeIbHOMY PUCKY. [g opraHm3aumm BaxXHO NOHUMaTb, YTO

npouncxoant C ee KOH(DI/I,D,GHLI,VIaﬂbeIMI/I OaHHbIMW.

HYem MmoxxeT noMoub Varonis

Varonis o6HapyXnBaeT BHYTPEHHME yrpO3bl, CHaYana onpeaenss, rae HaxoaaTcs KOHMuAeHUManbHble 4aHHbIe B OpraHu-
3aLmMK, @ 3aTeM 1U3yYad, Kak Nnob3oBaTenn 00bIYHO B3aUMOAENCTBYIOT C 3TUMK AaHHbIMW. Varonis onpeaensaet cTaHgapTHoe
noBefeHre NoNb30BaTenel Npy AO0CTyne K AaHHbIM 1 OTCIeXWBaeT onepauuy ¢ hannamun, AONONHASA 3TN CBEAEHUSA AaHHbIMY
o VPN, DNS n npokcu. Varonis onpeaensier, koraa nofib3oBaTev ckaunsatoT 60/blre 06beMbl AaHHbIX WX NOyYatoT AOCTYnN
K KOHMAEHUMANbHOM NHPOPMaLIMK, C KOTOPOM OHM OObIYHO HE B3aMMOAENCTBYIOT, @ 3aTeM nNpeaocTaBnaeT NoAPOOHbIN

OTYEeT, K KakuM (hannam obpallanncb Nob3oBaTesu.

BoTt npumep yyeTtHoM 3anucn BackupService, kK KOTOPOW MMEET 3aKOHHbIV AOCTYN CUCTEMHbIN aagMUHUCTpaTop. MHcariaep
MCMOb30Ba/ PE3EPBHYIO YUETHYIO 3annCh A5 AOCTyNa K KOH(PUAEHUMAaNbHON MHMOPMaunn 1 COKpbITUA CNefoB CBOEN

0eATeNNIbHOCTH, YTO NpuBeo K cpaéaTb|Baano NOINTUKN NoBeeHYeCKOro aHanmsa.

BoT Kak M1 OGHapy XMW Yrpo3y: e

Abnormal service behavior: access to atypical files
- [aHHas cnyxebHaqa yyeTHada

3an1cb o6bI4YHO He paboTaeTt Summary
C AOKyMeHTaMm Word (onepaumq Alertinfo: @ Error @ Exfiltration Status: Open

corp.local\BackupService performed a file opened event on 12 files of type(s): Microsoft Doc, Text file for the first time

00CTyna K hannam).

- Joctyn k cnyxx6e BackupService Events per file type
between 8/10/2019, 1:53:00 PM and 8/10/2019, 1:53:00 PM
Obl/1 MONYYEH € MIMYHOIO YCTPOMUCTBA

CUCTEMHOIo agMUHUCTPaTopa

(Active Directory). .

. 3atem CI'Iy)Kﬁa BnepsBble Microsoft Doc Text file
noakn4Ynnacb K UHTEpHeTy ® Open ® Modify @ Delete
(Be6-npoKcK).

271 COBbITUA B COYETaHUN C aHOMaslbHbIM OOCTYrnoMm K CbaI7II'IaM nossonunu Varonis AOCTOBEPHO OGHapy)Kl/lTb BHYTPEHHIOO

yrposy.

@ MocmoTpuTe Hal MacTep-Knacc No pearMpoBaHUIO Ha UHUMAEHTbI

N\ varonis


https://varonis.wistia.com/medias/c2wxju1vdf
https://varonis.wistia.com/medias/c2wxju1vdf

Mbl 30eCb, YTOObI MOMOYb

Varonis npeanaraeT nepeyeHb 6eCrniaTHbIX CEPBUCOB U PACLUMPEHHBIX MPOOHbLIX IULIEH3WI, MPU3BaHHbLIX MOMOYb BaM

B peleHnn NpoGaem v 3alimTe oT yrpos, CBA3aHHbIX C yAaNeHHOR paboToN BallMx COTPYAHUKOB. Eciv Bam 4To-HUGYAb

NOHaA0OUTCA, CBAXXMUTECH C HAMM, U Mbl CAE/1aeM BCE, YTO B HALUMX CUIaX, YTOObI pewnTb Bally 3adauy.

MomMowb B paccnegoBaHun U pearmposaHmm
Ha MHUMAEHTDI

[Npr3BaHa NOMOYb BaM B pacc/efoBaHNN Kakux-nmoo

noao3pUTENbHbLIX COObITUIA N AEACTBUIA, faxe eCaiv OHK

He oTHOCATCA K Varonis.

MoHutopuHr VPN, DNS n Be6-npokcu

bBecnnatHble nuueH3unn Edge nomoryT Bam
06HapyXnBaTb Kpaxy AaHHbIX, ONPEAENATb JIOAEN,
ncnonbsyolmx RDP HecTaHAapTHBIM CMOCOO0M

(c Active Directory), u MHOroe gpyroe. 910 0CO6eHHO
aKTyanbHO B YCNOBWSX, KOrAa Bce 60/bluee

-
J
Be3sonacHocTb Microsoft Teams u Office 365

3awmTnTe Bawu AaHHble B Microsoft Teams u Office
365 oT 4oCcTyna NOCTOPOHHMX /IWLL.

MoHutopuHr Active Directory

BecnnatHblie nuueH3un DatAlert nomoryT Bam
OnNpeaennTb NOAO3PUTENBHYIO aKTUBHOCTb MpU
aBTOpU3auumW, HanpuMep, NOAKMOYEHNE YUETHOM
3anncy agMmMHUCTPaTopa K 601bLLIEMY KONNYECTBY

YCTPOWCTB, 4eM 0GbIYHO.

KO/IMYeCTBO Ntoaein padoTaeT yaaneHHo.

3AM/TAHUPYNTE KOHCY/IbTALIMIO C HALLIEM KOMAHOOWM

O KOMINAHWUA VARONIS

Varonis — pa3paboTunk pelleHuii no Kubep6e30mnacHOCTH, OCHOBAHHbIX Ha MOBEAEeHYECKOM aHa/nv3e Mosnb3oBaTesniein U 3almte KOprnopaTUBHBLIX AaHHbIX
OT BHYTPEHHMX Yrpo3 1 knbepatak.Varonis cneunannsnmpyercs Ha 3allmte KOPnopaTMBHbIX AaHHbIX, XPaHALLMXCA Kak 1OKanbHO, Tak U B o6nake. Mbl 3almiaem
KPUTUYECKM BaxHble aibl u SNTIEKTPOHHYIO MOYTY, NepcoHas/ibHble AdaHHble, deIHaHCOByIO MHOPMaUMIO, cTpaTermyeckme nnaHbl, a Takxe apyrve Buabl
VHTENNEKTyanbHO COBCTBEHHOCTU.

Mnatpopma kuGepGesonacHoCTH Varonis 06HapyX1MBaeT BHYTPUCUCTEMHbIE YrPO3bl U KUGEpaTaky, aHanusupys AaHHbIE, AECTBIS yHeTHbIX 3anuceli n noseaeHve
nonbsosatenei. Mnatopma NpeaoTBpallaeT U OrpaHNYMBaeT YPesBblYaiHbIe CUTyauUuu, GIOKUPYS KPUTMUECKM BaXHble U yCTapeBlune AaHHble, a Takxe
3(hPeKTMBHO MoAAEePKMBAET GE30MacHOCTL C MOMOLLbLIO aBTOMAaTU3auMu. Varonis OpUEeHTUPYeTCA Ha 3aluuTy AaHHbIX VM pelsaeT MHOTMe 3ajaqu, BKouas
yrnpaBneHue, COOTBETCTBUE, KNAacCUdrKaLMIO 1 aHanus yrpos. Hala KoMnaHus Hauana CBoto AedTtenisHocTs B 2005 rofy 1 UMEeT ThiCAUM K/IMEHTOB Mo BCEMY MUY,
BK/Il0YAsA OTPAC/IEBbIX NMAEPOB B TAKMX HANPABNEHUSAX, KaK TEXHONOM W, MOTPEBUTENbCKIE TOBAPLI, PO3HUYHAs TOProB/s, PUHAHCOBLIE YCYrW, 34paBOOXpaHeHue,
NPOV3BOACTBO, SHEPreTMka, Meama v 06pasoBaH/e.
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