
Solution
Varonis Data Transport Engine helps you automatically enforce data governance 
policies without writing any code. Create automation rules customized to fit your 
data security and privacy policies. Seamlessly copy and move data cross-domain or 
cross-platform without the risk of breaking permissions or interrupting business.

Challenge
Sensitive data often ends up where it shouldn’t, posing privacy and data breach 
risks. Keeping data in the appropriate places, especially as information moves fluidly 
between on-prem and the cloud, is a huge burden for IT. Migrating data can be 
complex, especially when moving files between platforms, often resulting in broken 
permissions, overexposure, and downtime for end users.

Data Transport Engine
Auto-enforce data governance policies

“We have Data Transport 
Engine monitoring our 
systems on a set schedule. 
When it detects a file that 
hasn’t been touched for 
90 days, it automatically 
moves or deletes that file.” 

Infrastructure Engineer, 
International Law Firm 

Build rules using a wide array of out-of-the-box filters, custom flags and 
tags, or labels applied via Microsoft AIP. 

• Permissions 

• Access path 

• Directory depth 

• Classification category 

• Classification rule match 

• # of sensitive record hits 

• Creator/owner 

• File/folder size 

• File type 

• Last access date 

• # of events on file or folder 

Customer Success

READ THE CASE STUDY 

TRIGGER

ACTIONS

File with GDPR info copied to a 
world-readable SharePoint site

Move file to protected quarantine

Leave a stub file and README in  
the original location

Generate a report of all GDPR  
policy violations

https://view.highspot.com/viewer/5f48266c628ba24bf2c0f130


CONTACT US
Try Data Transport Engine for free
All Varonis products are free to try and come with an engineer-led risk assessment. 
The easiest way to get started is with a short 1:1 demo and discovery conversation.

Clean up stale data 
Confidently identify and archive data that is truly inactive, 
based on actual human user activity, not just last modified 
date. Reduce your risk and your storage costs.

Reduce your attack surface 
Minimize the chance of a data breach by quarantining or 
archiving sensitive data that’s been accidentally misplaced 
or is no longer needed.

Create granular rules to meet  
complex privacy requirements 
Enforce unique retention policies for different departments, 
servers, data types, and sensitivity levels.

Streamline your cloud migrations 
Stage on-premises data for a cloud migration with powerful 
rules that can separate the files you need from the files 
you don’t.

Simplify domain consolidation 
Easily consolidate domains and handle large-scale data 
migrations, all while making sure data stays protected and 
permissions are optimized. Take full control of naming 
conventions, permission structures, and collision behavior.

Easily delete PII to comply with right-
to-be-forgotten requests 
Execute one-time or recurring rules to ensure that personal 
data is truly forgotten.
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