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Access Intelligence
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Eﬂ International Bonuses.docx

File | Created: 01/12/2023 2:17 PM

¢ Anyone

Permissions

}1 Anonymous Log...  Guest link (view)

jl Site collection Ad... Full control v

jl Bonuses - Internat... Full control

jl Bonuses - Internat... Read
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Export Reports

&) Configuration Permission | Account Name: Production | Created: Sept. 18, 2022 09:51 AM (GMT-4:00)
Entitlements Users
Showing 332 results
Name Email Service Last Active
jl Melissa Do... userl@polyrizelab.com @ Producti... Mar. 3, 2 10:12 AM (GMT...
}1 Josh Hamm... user2@polyrizelab.com @ Producti... Sept. 18, 2022 09:51 AM (GMT...

J)_ lerome Boy... userd@polyrizelab.com @ Producti... Sept. 22, 2022 08:30 AM (GMT...
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;I Guy [ncognito admin internal privile

&, User | Account Name: gmail.com | Created: Nov. 18, 20 31 AM (GMT-4:00)

Activity
= lsrael

= United States

United Kingdom
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Abnormal download of sensitive data from cloud data stores

Exfiltration | 06/11/2023 8:19 PM | Status: ( 1 | AlertID: 123F...

What happened

varonis.onmicrosoft.com (Azure)\Darren York has downloaded 825 sensitive files,

exceeding the account’s or organization’s normal behavior (20 files).

A statistical increase in the number of sensitive files downloaded from cloud data
stores has been detected. This may indicate a potential data theft or activity that

requires attention.
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File type Name (resource) Classification category Total record

[:] Ii IV costs for Feb-Apr.xls *Credentials (6) 28

D ﬁ Employee Agreement.docx *Financial

[:] ﬁ Employee Agreement.docx *Financial

[j ﬁ Employee Agreement.docx *Financial (3)

D ﬁ Employee Agreement.docx *Financial (3) 21
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Sensitive data exposure @ Org-wide @ External

150K

July 15 July 22 July 29

BEMER) S —ICE>T T —2DERPREN R ISR —>aVICEALTOUR I ZE<HINR
SNET RIS —ZBHBHNTBLIICRET DL BV VIBRELLERIEESN &N
MERR A EGERY ICABFI TN & T,

Policies

@) Remediate org-wide exposure

Remove collaboration links

Remove memberships of non-org users

Remove stale collaboration link

Remove stale direct permissions
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Teo 771ILIZTB15BICTExportlobl E WS EBIDY —ER T ATV MI&>T7yFAO— R33N,
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Exposure level
Internal
Internal
Internal
Internal
Internal

Internal

O0BDE@Eog

i 2 values

umbrella-nyc

umbrella-dallas

Path
fsites/HR/Documents/Salary
JV costs for Feb-Apr.xls
Transaction-English-06.xsl
GL Entry.txt

Employee Agreement.docx

Employee Agreement.docx

Classification results
GDPR Poland

GDPR Poland

GDPR Spain

GDPR Spain

GDPR Ireland

GDPR Hungary

Total record
42
42
24

24

— R . s O .
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Path

C\Share\Finance\Controllers

C\Share\Finance\Controllers

C\Share\Finance\Controllers

C\Share\Finance\Controllers

U 0 0o o o

C\Share\Finance\Controllers

Classification results

US PII, HIPAA PHI Data

US PII, HIPAA PHI Data

US PII, HIPAA PHI Data

US PII, HIPAA PHI Data

US PII, HIPAA PHI Data

Classification labels

Name

Controllers

Q12006

Inventory

Revenues

SEC
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Amy Johnson

Executive
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Abnormal service behavior: access to atypical folders containing GDPR data

Exfiltration | 06/11/2023 8:19 PM | Status: Open | Alert ID: 123F...

What happened

BackupService File opened shared folder C:\Share\Finance\Controllers\Financereports.

A service account assessed folders containing GDPR data it has not accessed
previously. Service accounts can be expected to perform the same actions repeatedly:
therefore, a behavioral change is suspicious. Attackers may impersonate a service
account and exploit its privileges.

R

Varonis IRIZ D URICA > 2T b ) T7—2 LABIEL % L7z, UC\BackupService 7
DOV EEBICEMLL. 77T 7By a z@hli& T LUXRT—REU v LEL
7=oVaronisld I BABRR DD RFIEZ ST REHFABREEZE X Umbrella CorpDF—L
ICIRMLEFLT

FULEDY:
142D T 7AIVDMEEINF=T ATV MIESTTIERATNE LI EDSE82ED T 71
I VaronisiC&> TR T7rILELTREIN TV E LT,

Event time (event) Event type... Account name Path (affected resource)
]
[:] 06/11/2023 3:19 PM File renamed BackupService C:\Share\apps\Backoffice...
C] 06/11/2023 3:19 PM File renamed BackupService C:\Share\apps\Backoffice...
D 06/11/2023 3:19 PM File renamed BackupService C:\Share\apps\Backoffice...
D 06/11/2023 319 PM File renamed BackupService C:\Share\apps\Backoffice...
[ o06/M/20233:19 PM File renamed BackupService C:\Share\apps\Backoffice...
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C) 21 DBREREERER

SalesforceDFREREHNRHZ L (81F),

SHFDEAREDEVEERE

Microsoft 365 & Salesforcell & FNZN2HDBBHBRERRHHD X,

@ ADDFRE = BENEFICERE

Varonisld. Z2 AR EZ BHNICEHITEIENTEET,

UTIF T EAX P THERE IN-EREDE VS DDRERROME T, TNENOFH CH#ESE
EIEIX. Varonis UTTCEWEITE T,

@ Multi-factor authentication is not enforced for privileged users

c

@ Admins can log in as any user is enabled

&

@ Number of failed login attempts allowed before first lockout period is too high

A

@ All group owners can consent for all apps

A

@ Critical cookies are not set with sufficient security

&

CBE5%E )y F 3 Varonis CERAIAE A SaaSHE L WaaSHER O Y > FIL# B W 12177,
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Google Salesforce Microsoft 365

miro ssense
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Signeasy £ INCENT @ Trello

© SUPERMETRICS Power BI @ Evernote
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Active Directory®DtF ) FHEES

Varonisi&.Umbrella CorpDISIREAVTFLIRADTA LI MY —EREIF v L. KEE
IR EIRME T MO HIMBHAEBRERH LET. CNSD) R T IEVaronisD Ay > aR—
RTUTILEZA LICEF SN ADDEF 2 ) T b EEDBIEIBEM I FICRIIBE X T,

Domains where 1
native admin
account accessed nochange

Admin users 1
with SPN

no change

@ —oTh EERORRTERING @) ATIRDNRT—RITYEFVIITHLT
CEIREBICBDERACNIZBEETL a5
TLWBEREMN BDET,

Entra ID (Azure AD) Dt 1) rREE

Entra IDDREZR L. VaronisiC &> TG ICEER SN Rm SN E I, T — 2 ZERICHITUR D
DEVEREIRIZ VRIS aR—ReLR—MIRTRINET,

Applications
Stale users with 1 2
@ Al Unverified publisher admin roles
no change
Service
principles
Registered

applications

Q@ ~=EOTTUr—a OERLT -8 @) ThEOTHYNIESICEMLINE
TOLREBRBLET. T,
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Active DirectoryEz4R

Varonisld&.Umbrella Corp® 7L I —EZRDAR U ZERL.ENSD T 3>0%0
SARL—2a TV TIAa— LT —2ANTHSNRELeT—2HRDDA R M BEEFIFT

W&,

CNSDEE I EEERKREINM

Event type (event)

Access request

Access authentication

Access reguest

Group member removed

Group member removed

Group member added

Group member added

User updated

Event time (event)

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

06/29/2023 5:15 a.m.

fThbnFlLi,

Event description

abc1234.com\Demo

abc1234.com\Demo

abc1234.com\Demo

“DemoUser” was removed

“DemoUser” was removed

“"DemoUser” was added

“"DemoUser” was added

"DemoUser” was updated

Account Name

D
Allen Carey
Admin role
change events 25
Failed login
attempts 8 K

Login attempts
from blacklisted
locations

832

VaronisT—2UR I 7 AKXV~
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>~k

31selected

Entity name Email Tags
Peter Morris pmarris@gmail.com admin  external  inactiveentity +4
Katherine Abner adminl@gmail.com external nactive entity external entity  +2
Allen Carey admin@gmail.com axternal nactive entity personal account 42

HUVGMal I —F =T AV R BBEEDFE VT —EAND T/ AEZFHF>TVET,

BETBIDDIvEVY

Varonisld BB O 7IL IV LEFERLTEETZ 7 HhU > M BERICERIL £9,Guy
IncognitoldGoogle Workspace D EIEE 1 —H— T MFAZERE L TVLWALMEADGmail 717
UhEFERALTVWET ®IE.Umbrella CorpDEIBLATEROIDICESRINTVET,

GUYIZLK DD DT AT RZFHF>TVWEY — BXT AV MBEAT AT ZRELTVET,

12DID 52DID
ovs G
22O0DID 72DID

Guy Incognito o

52DID 22ODID

° okta

12DID 220ID
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Varonisid.Umbrella Corp® T« Lo I —EReO—AILT ATV IRI KUK T3,000
HEDHVIDERBE L LT,

31selected

Entity name

Guy Incognito

Peter Morris

Allen Carey

Katherine Abner
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