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OVERVIEW

This document describes the installation, configuration, and standard usage of the Varonis
DatAlert App for IBM QRadar®.

This app enables integrating the Varonis DatAlert functionality into IBM QRadar. Using the app,
you can locate notable Varonis alerts directly from the IBM QRadar console, and then drill down
to view additional insights into the alert and the context in which it was generated. Additionally,
the app includes field extractions that assist users in querying and visualizing Varonis alerts using

QRadar and that enable correlating these alerts with other events collected by QRadar.

Prerequisites

Before following the procedures described in this guide, ensure that you meet the following

prerequisites:

- The following must be installed and running on your company's server:
IBM QRadar version 7.3.0 patch 2 or higher
- DatAdvantage 6.3.256
To view a detailed analysis of each alert, the Varonis Web Interface 6.3.150 or higher must
be installed. If the Varonis Web Interface is not installed, the Varonis Alert Info page will not
be displayed.
- To configure DatAlert to send alerts to IBM QRadar, the user must have the DatAlert

Configuration user and Reports View user role or the Web Ul user role.

- To configure the Varonis App for IBM QRadar, the user must be the admin user.

Related Documentation
- DatAlert User Guide

- DatAdvantage User Guide

- Varonis Web Interface User Guide

- DatAlert Triage Guide

Target Audience

This user guide is intended for the following users:

- System Administrators managing the organization's deployments
- Security Analysts using IBM QRadar to manage security alerts

- Information Security management

Support

For information on how to contact support, refer to the Varonis Support page at:
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https:.//www.varonis.com/services/support.
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CONFIGURING DATALERT TO SEND ALERTS
TO IBM QRADAR

The following procedures detail the required workflow for configuring DatAlert to send alerts to
the Varonis App for IBM QRadar:

Configuring Syslog Message Forwarding
Defining a New Template

Selecting an Alert Method for a Single Rule
Selecting an Alert Method for Multiple Rules

Note: To configure DatAlert to send alerts to IBM QRadar, the user must have the DatAlert

Configuration user and Reports View user role or the Web Ul user role.

Configuring Syslog Message Forwarding

To configure the Syslog server address in DatAlert:

1.

3.

4.

In DatAdvantage, select Tools > DatAlert.

The DatAlert window is displayed.

From the left menu, select Configuration.
W\ DatAlert ?_0Ox
Rules Configuration

Configuration
@ Restore Default Settings
Alert Templates

Predefined Scopes | pail Seftings

P ) it it sl e

Threshold for suppressing messages: | 20 2| messages within | 5 2 minutes €

Select header image: - [ 2]

Syslog Message Forwarding

Syslog server IP address: 10.10.34.40 Port 514 = Test Message!
Facility name 1 - user-level messages + | Identity: | Varonis - Dathlert

Add Additional Syslog Server|

SNMP Trap

SNMP server IP address: Port: 162 = (2]

Community name: public oID:

Add Additional SNMP Server

In the Syslog Message Forwarding pane, set the following:

- Syslog server IP address - The IP address of the IBM QRadar server on which to collect

events.
«  Port - Enter 514.
Click OK.
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Defining a New Template

Templates define the format of the alert messages sent from DatAlert, using Syslog, to IBM

QRadar. This section describes how to define a relevant template that provides the information in

the format expected by the Varonis App for IBM QRadar.

Depending on the installed version, the following templates are available:

Installed Version

DatAlert versions
6.3.200 and higher

DatAlert versions
6.3.170 up to (and
not including)
6.3.200

DatAlert versions
prior to 6.3.170

Template

Varonis LEEF
Template

A template must be
defined

A template must be
defined

Relevant Procedure

Defining a Template for DatAlert
Versions 6.3.258, 6.4.175, and
Higher

Defining a Template for DatAlert
Versions 6.3.170 to 6.4.174

Defining a Template for DatAlert
Versions Prior to 6.3.170

Defining a Template for DatAlert Versions 6.3.170 to 6.4.174
To define a template for DatAlert versions 6.3.170 to 6.4.174:

1. Ensure that you have followed the procedure in Configuring Syslog Message Forwarding.

2. In DatAlert, from the left menu, click Alert Templates.

The Alert Templates window is displayed.

\\ DatAlert ?2_0Ox%

Rules Alert Templates

Configuration Create or use predefined alert templates for sending required parameters to the selected alert method.
Alert Templates
E P cdit Alert Template 3¢

Predefined Scopes

Alert Template Name Alert Template Format Applied in Methods

Varonis alert: <Rule Name> was trigge.

Varonis default template SNMP trap Event log

m default template (CEF) | CEFONaronis Inc [DatAdvantage] <Dat... | None

Varonis app for Splunk CEROVaronis Inc Datdventage| <Dat... | None

Varonis LEEF Template LEEF9.1.0]Varonis|DatAdvantage] <Dat... | None

3. Click the green plus sign °.
The Add Alert Template dialog box is displayed.
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Add Alert Template x

Define templates for sending parameters to the selected alert method. €3

Template name * Varonis LEEF Template

Apply to alert methods: | Syslog message -

Alert template format:

LEEF:0.1.0Varonis|DatAdvantage] <D; ge Version | <Alert ID>| cat=<Rule Name>
devTime= <Alert time» devTimeFormat=MMM dd yyyy HH:mm:ss proto=Syslog sev= <Severity>
src=<Device IF Address> Device Name= <Device Name> Alert_Category= <Alert Category>
Alert_Description= <Alert Description Acting Object> ac = <Acting Object
SAM Account Name> domain=-<Acting Object Domain Name> Event Type=<Event Type>
Event_Type_ID=<Event Op Code> Event Status=<Event Status> Affected Object= <Affected
Object> Event_File_Server_Domain= <File Server/Domain> Affected_Object_Path=<Path>
Event_Additional_Data=<Additional data> Threshold Value=<Threshold>
Threshold_First_Timestamp=<First event time> Event_by_MailboxOwner=<Client Access Type>

Optional Parameters:

)

8 & 8
{DatAdvaniage Verson (RUSIDY {Rule Name? =

< Rule Storyline .  Rule Description  Alert Time -
1©) s ) 20) amm®) 2 S) 4 -
w ( Acting Objeﬂ:—' { File s.zmermnma.k'f {kPaM { Access Pamjf  Affected Object”

2 e S e ) )
P Add Device Nams® (Additional Data
o add parameter to format - ress Device Name onal Datd} {Sadentiy

;' - o — )
Trustes” | Changed Permissions”  Permissions Before Change  Permissions After Change

- O) » © O
=y e oy (e

o o o
{ Acting Object SAM Account Name™ ¢ Acting Object Domain Name  Alert Category”

o) o) &) )
{ Affected Object SAM Account Name ;  Affected Object Domain-. | Affected Object 1D Alert il

p o
£ lert page URLY
Alert page URL”

Set the following:

- Template name - Enter a unique name for the alert template (for example, Varonis LEEF

Template), comprising up to 40 characters.

- Apply to alert methods - From the drop-down list, select Syslog message.

5. Go to https.//info.varonis.com/hubfs/docs/qradar/Varonis-QRadar-LEEF-Template.txt and

download the template file.

6. Copy and paste the string in the file into the Alert template format text box (the template

includes dynamic parameters that are replaced with the actual data when the alert is sent).

7.
8.
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Define templates for sending parameters to the selected alert methad. )

Template name * Varonis LEEF Template

Apply to alert methods: | Syslog message -

Alert template format:

LEEF:9.1.0Varonis|DatAdvantage| < DatAdvantage Version>|<Alert ID>| cat=<Rule Name>
devTime= <Alert time> devTimeFormat=MMM dd yyyy HH:mm:ss proto=Syslog sev=<Severity>
src=<Device IP Address> Device Name= <Device Name> Alert Category= <Alert Category>
Mert_Description= <Alert Description> usrName=<Acting Object> accountMame=<Acting Object
SAM Account Name> domain= <Acting Object Domain Name> Event Type=<Event Type>
Event_Type_ID=<Event Op Code> Event_Status=<Event Status> Affected Object= <Affected
Object> Event_File_Server_Domain= <File Server/Domain> Affected_Object Path=<Path>
Event_Additional_Data= <Additional data> Threshold _Value= <Threshold>
Thresheld_First_Timestamp=<First event time> Event_by_MailboxOwner=<Client Access Type»

Optional Parameters:

)
{ DatAdvantags Version*  Rule 1D { Rule Name~  Rule Storylina~ ( Rule Description”.  Alert Time*
o e . S) mm) s c) 4 o
(EventTime”  Acting Object”  File Server/Domain”  Path” | Access Path | Affected Object |

/ L DA S
4
\ [

o ) 5 a
s i Aades) (DeicNamns (AodionalDas {Seveir
eI I o ma T = 5 4 A
- > o)
O e e (T

F & g o
Threshold " First Event Time |  Event Status ( Alert Description *

o o o
 Acting Object SAM Account Name . * Acting Object Domain Name | Alert Category |

4 ) y o)
{ Affected Gbject SAM Account Name'; ¢ Affected Object Domain. { Affected Object D7 (Alert D%

P L)
{ Alert page URL

In the Add Alert Template dialog box, click OK.

Verify that the new template is displayed in the templates table:


https://info.varonis.com/hubfs/docs/qradar/Varonis-QRadar-LEEF-Template.txt
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\\ DatAlert

Rules
Configuration
Alert Templates

Predefined Scopes

Alert Templates

Create or use predefined alert templates for sending required parameters to the selected alert method,

@p P EditAlert Template 3¢

Alert Template Name

Alert Template Format

Applied in Methods

Varonis default template

Varonis alert: <Rule Name> was trigge.

SNMP trap Eventlog

External system default template (CEF) | CEF0]Varonis Inc|DatAdvantage <Dat.. | None
Varonis app for Splunk CERO|Varonis Inc |DatAdvantage| <Dat... | None
Varonis LEEF Template LEEFQ.1.

e

9. Click OK.

Defining a Template for DatAlert Versions Prior to 6.3.170
To define a template for DatAlert versions prior to 6.3.170:

1. Ensure that you have followed the procedure in Configuring Syslog Message Forwarding.
2. In DatAlert, from the left menu, click Alert Templates.

The Alert Templates window is displayed.

\ DatAlert ?7_0Ox

Rules

Alert Templates

Configuration Create or use predefined alert templates for sending required parameters to the selected alert method,

Alert Templates
B @ P EditAlert Template 3¢

Predefined Scopes

Alert Template Name Alert Template Format Applied in Methods

Varonis alert: <Rule Name> was trigge.

Varonis default template SNMP trap Event log

External system default template (CEF) | CEFQ]Varonis Inc|DatAdvantage|<Dat.. | None

Varonis app for Splunk CERO|Varonis Inc |DatAdvantage| <Dat... | None

Varonis LEEF Template LEEF:9.1.0]Varonis|DatAdvantage] <Dat... | None

EmEEE

3. Click the green plus sign .
The Add Alert Template dialog box is displayed.
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Add Alert Template x

Define templates for sending parameters to the selected alert method. €3

Template name * Varonis LEEF Template

Apply to alert methods: | Syslog message -

Alert template format:

LEEF:0.1.0Varonis|DatAdvantage] <D; ge Version | <Alert ID>| cat=<Rule Name>
devTime= <Alert time» devTimeFormat=MMM dd yyyy HH:mm:ss proto=Syslog sev= <Severity>
src=<Device IF Address> Device Name= <Device Name> Alert_Category= <Alert Category>
Alert_Description= <Alert Description Acting Object> ac = <Acting Object
SAM Account Name> domain=-<Acting Object Domain Name> Event Type=<Event Type>
Event_Type_ID=<Event Op Code> Event Status=<Event Status> Affected Object= <Affected
Object> Event_File_Server_Domain= <File Server/Domain> Affected_Object_Path=<Path>
Event_Additional_Data=<Additional data> Threshold Value=<Threshold>
Threshold_First_Timestamp=<First event time> Event_by_MailboxOwner=<Client Access Type>

Optional Parameters:

)

4 ) 4 o
{DatAdvaniage Verson (RUSIDY {Rule Name? =3

' Rule Storyline  Rule Description " Alert Time
4 OF oF S) O 4 ) o)
W Acting Object”  File s.zmermnmain“f {Path” { Access Pam‘f  Affected Object”

y : P F prmm—— )
&r o en o ¥ o address | | Device Name | Additionsl Data | Severity
Click to add parameter to format | 8 a
’.frmsteea,  Changed P:rmisslama‘ { Permissions Before Change” { Permissions After Change™.

P ) [ — ) [ S— )
{ Threshold™ ( First R ] Event Status

J—)
=t

oo ) c— . 9 4 2
{ Acting Object SAM Account Name”  Acting Object Domain Name Alert Category ™

&) PR
 Affected Object SAM Account Name™ < Affected Object Domain  Affected Object 10" Alert Ilﬁ

r &)
< Alert page URH

4. Do the following:
- Template name - Enter a unique name for the alert template (for example, Varonis LEEF
Template), comprising up to 40 characters.
- Apply to alert methods - From the drop-down list, select Syslog message.

5. Go to https.//info.varonis.com/hubfs/docs/qradar/Varonis-QRadar-LEEF-Template.txt and
download the template file.

6. Inthe Alert template format text box, do the following:

a. Copy and paste the string in the file into the Alert template format text box (the template
includes dynamic parameters that are replaced with the actual data when the alert is
sent).

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE 7
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Add Alert Template x

Define templates for sending parameters to the selected alert method. €

Template name * Waronis LEEF Template

Apply to alert methods: | Syslog message -

Alert template format:

LEEF9.1.0] D ge |<Alert ID>| cat=<Rule Name>
devTime= < Alert time» devTimeFormat=MMNM dd yyyy HH:mm:ss proto=Syslog sev= < Severity>
src=<Device IP Address> Device_Name=<Device Name> Alert_Category= <Alert Category>
Alert_Description= <Alert Description usrName= ¢Acting Object accountName= <Acting Object
SAM Account Name> domain= <Acting Object Domain Name> Event_Type= <Event Type>

Event_Type ID=<Event Op Code> Event Status= <Event Status> Affected_Object=<Affected
Object> Event_File_Server_Domain=<File Server/Domain> Affected_Object_Path=<Path>
Event_Additional_Data=<Additional data> Threshold _Value= <Threshold>
Threshold_First_Timestamp=<First svent time> Event_by_MailboxOwner=-<Client Access Type>

Optional Parameters:

8 a 5
(CRaEey (R (e (RSt (RuaDaapu: (s

M (ROt (Feemmany, (i (Aearay (iaohey

y 2 4 W . P 1S) mnS)
(G e S Device Name” * Additional Data 5
O Ciick to add parameter to format |8 ress (Device Name e (E

s ey — ) - )
Trustee” | Changed Permissions” | Permissions Befare Changs”  Permissions After Change

Threshold .  First Event Time *  Event Status . | Alert Description

e 9 o
{ Acting Object SAM Account Name ¢ Acting Object Domain Name  Alert Category

9

o S S S
 Affected Object SAM Account Name - Affected Object Domain™.  Affected Object ||3'f {plert D7

p o
¢ ert page URLY
Alert page URL”

b. Inthe Alert template format text box, manually edit the string as follows:

- Change <Alert page URL>to <PROTOCOL>://<DLS_IP ADDRESS>/
DatAdvantage/#/app/analytics/entity/Alert/<Alert ID>
+ Where <PROTOCOL> is either HTTP or HTTPS, depending on whether Varonis
Web Ul uses HTTPS or HTTP
+ Where <DLS_IP_ADDRESS> is the IP address or host name of the server running
the Varonis Web Ul
- Where AlertIDis the ID of the triggered alert within DatAlert.
7. Inthe Add Alert Template dialog box, click OK.
8. Verify that the new template is displayed in the Alerts Templates table:

\ DatAlert

Rules Alert Templates

Configuration Create or use predefined alert templates for sending required parameters to the selected alert method.

Alert Templates
= qp P Edit Alert Template 3¢

Predefined Scopes

Alert Template Name Alert Template Format Applisd in Methods

Varonis default template Varonis alert: <Rule Name> was trigge-- | oy tra0 Event log

9.

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

External system default template (CEF) | CER:0Varonis Inc|DatAdventage]<Dat... | None
Varonis app for Splunk CERQ[Varonis Inc|DatAdvantage|<Dat.. | None
Varonis LEEF Template LEEF:9.1.0|Varonis|DatAdvantage] <Dat... | Syslog message

)

Click OK.
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Selecting an Alert Method for a Single Rule

An alert method is the means by which the alert is transferred. For the Varonis App for IBM

QRadar, the alert is transferred by creating a Syslog message.

To select an alert method for a single rule:

1.
2.

5.

Ensure that you have followed the procedure in Configuring Syslog Message Forwarding.
In DatAlert, in the Rules table, select the relevant rule and then from the toolbar, click Edit
Rule.

The Edit Rule window for the selected rule is displayed.

From the left menu, select Alert Method.

The Alert Method pane is displayed.

Select Syslog message.

Add Rule —_Ox
Eerar] Alert Method
Who {Acting Object)
[ Mail to recipients:
Where (Affected Object)
‘What (Event Details)
When (Evers Time) {Use comma as separator)
Alert Method Eetiog
Executable Script €3
Select a script to run when alerts are generated. Supported file types are exe, bat and ps
Script path @)
Run the script with credentials:
User name:
Password:
Click OK.

Selecting an Alert Method for Multiple Rules

You can select an alert method for multiple rules simultaneously. (For a single rule only, refer to

Selecting an Alert Method for a Single Rule).

To select an alert method for multiple rules:

1

2.

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

Ensure that you have followed the procedure in Configuring Syslog Message Forwarding.
In DatAlert, in the rules table, select the rules and then from the toolbar, click Edit Rule .
The Edit Rule window is displayed.

From the left menu, select Alerts Method. Note that the window's contents are disabled for
selection.

To enable Syslog message for selection, click the Edit icon and select the checkbox.
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Bulk Editing 2 Rules —_Ox
General Alert Method
Who (Acting Object) .
Where (Affected Object) s ‘ ‘ .
| Alert Method | @
{Use comma as separator)
W eventics @ 2
Syslog message
@s (#
[ Ex -t @
Select a script to run when alerts are generated. Supported file types are exe, bat and ps1.
Script path @) [ i a ps script is selected, add the powershellexe’ prefix before the pathname 3|
Run the script with credentials: rd
User name: | =
Password: | |
5. Click OK.
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UPLOADING AND INSTALLING THE VARONIS
APP FOR IBM QRADAR

. Downloading the Varonis App for IBM QRadar from IBM® Security App Exchange
- Uploading the Varonis App to the IBM QRadar System

= Installing the Varonis App for IBM QRadar

- Retrieving the List of Collector IP Addresses

- Configuring a Predefined Log Source

- Defining App Settings

- Verifying the Installation

Downloading the Varonis App for IBM QRadar from IBM®
Security App Exchange

To download the Varonis App for IBM QRadar from IBM Security App Exchange:

1. Ensure that you have followed the procedures in Configuring DatAlert to Send Alerts to IBM
QRadar.

2. From IBM Security App Exchange, click the following link to download the ZIP file containing
the Varonis App for QRadar:

https://exchange.xforce.ibmcloud.com/hub/
extension/7d7d4f706e8f6f251cc42cfb6b01928f

3. Save the ZIP file in a temporary folder.

Uploading the Varonis App to the IBM QRadar System

To upload the Varonis App to the IBM QRadar console:

Note: For more information about uploading apps using the IBM® Security QRadar®
Extension Management tool, see https.//www.ibm.com/support/knowledgecenter/
S§542VS_7.3.1/com.ibm.apps.doc/t_Qapps_upload.html.

1. Ensure that you have followed the procedure in Downloading the Varonis App for IBM

QRadar from IBM® Security App Exchange.
2. Inthe IBM QRadar Security Intelligence console, select the Admin tab.

3. Inthe Admin tab, select Extensions Management.

The Extensions Management window is displayed.
4. In Extensions Management window, do the following:
a. Click Add.
The Add a New Extension dialog box is displayed.
b. Browse to and select the previously downloaded ZIP file.
c. Toinstall the app immediately, select the Install immediately check box.

d. Click Add.

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE
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The app is uploaded. If you have chosen to install the app immediately, the contents of

the app are displayed and the app is installed.

Installing the Varonis App for IBM QRadar

To install the Varonis App for IBM QRadar:

Note: The following procedure is relevant only for users who did not immediately install the
app following upload. For more information about installing apps using the IBM® Security
QRadar® Extension Management tool, see https://www.ibm.com/support/knowledgecenter/
en/SS42VS_7.3.1/com.ibm.apps.doc/t_Qapps_install.html.

1. Ensure that you have followed the procedure in Uploading the Varonis App to the IBM
QRadar System.

2. Inthe IBM QRadar Security Intelligence console, select the Admin tab.
In the Admin tab, select Extensions Management.
The Extensions Management window is displayed.

4. From the Extensions Management window, select the Varonis App and click Install.
The app's contents are compared to the contents found in deployment. If an item already
exists, you can select to overwrite the item or keep the existing item.
The app is installed and displayed in the Extensions Management window.

Prior to using the app, clear your browser cache and refresh the browser.

Retrieving the List of Collector IP Addresses
This procedure describes how to (manually) retrieve the list of Collector IP addresses in the

Management Console.

1. In the Management Console, from the navigation pane, select Management > Root >

Collectors and then Root > Probes.
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Collectors

Cotectars

ey

Mansgemens

2. Review the Collectors and Probes. For each, determine its IP address. If listed using a host

name, use the command nslookup <hostname> to retrieve the IP address.
3. Do one of the following:
- If there is one Collector installed on the Varonis Data Security Platform, configure a
standard log source. Refer to Configuring a Predefined Log Source.

. If there is at least one Collector or Probe that is not installed on the Varonis DNS Server,

configure a bulk log source. Refer to Adding a Bulk Log Source.

Configuring the Predefined Varonis Log Source

Important: You must configure Log Sources for the Data Security Platform and for each
Collector. Real-time alerts are generated from Collectors, whereas DatAlert Analytics
alerts are generated from the Data Security Platform; therefore both are required. Varonis
recommends creating two Log Sources for each device; one where the Log Source
Identifier is set as the IP, and the other is set as the HOSTNAME. For example, a Collector
named Varonis-Collector with IP 10.0.0.1, will have two log sources. The first Log Source will

have Varonis-Collector, whereas the second one will have 10.0.0.1.

To configure the predefined Varonis Log Source:

1. Open IBM QRadar and enter your access credentials.
The IBM QRadar Security Intelligence window is displayed, open to the Dashboard.
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IBM QRadar Security Intelligence

[INLIELN Offenses  LogActivity  Network Acti.. Assets Reports Risks Vulnerabiliies  Admin

acc:  Threat and Securty Maniorng v New Dasntesrd [/ Raname Dashbcard () Deleta Dashbosrd  Adelem. ¥ Next Refresh

Default-IDS / IPS-All; Top Alarm My Offenses B3 FlowBias
Signatures ooe

Ne results were returned for this item.
Most Severe Offenses. (& x]

No results were retumned for this ftem. There was no Time Series data for the search
There was no Time Series data for the search riomm
performed.

Most Recent Offenses. (& x]

No results were returned for this item

Top Services Denied through Firewalls [ %] View in Network Actiity

Top Systems Attacked (IDSIDPIPS) (X3 Top Category Types o8
Category Offenses
Appleation Query
Host Query
Network Sweep
There was no Time Series Gata for the search performed Mai Reconnaissance
Uniaown Form of Recon

There was no Time Series data for the search Top Sources 8

No results iere returnad for this item

2. Click the Admin tab.

IBM QRadar Security Intelligence

Dashboard  Offenses  Log Activity  NetworkActi... Assels Reports Risks  Vulnerabilities [FXUY

© Dusioy Changes Acvanced ¥ o
» System Configuration

Data Sources.

Events.

v @ L & -] (] ")

DSM Editor WinCollect Log Sources Log Source Extensions Log Source Groups Log Source Parsing
Ordering

»Plugeing

1
LE a0
Custom Event Properties Event Retention Data Obtuscation
Management

Flows
& @ %} S
© 3
Flow Sources Flow Sources Alases  Custom Flow Properties Flow Retention
Custom Actions

)

Define Actions

adar

3. Inthe Data Sources area, in the Events row, click Log Sources.

1BM QRadar Security Intelligence

Dashboard  Offenses  Log Activity ~ Network Acti... Assets Reports Risks Vulnerabilities

Admin ) 0ssioy Cranges Advanced ¥ e

» System Configuration

» Data Sources

Data Sources

Events

L4 @ Ll & = B

DSM Editor WinCollect Log Sources Log Source Extensions Log Source Groups Log Source Parsing
Ordering

& 'g 1aio

Custom Event Properties Event Retention Data Obfuscation
Management
Flows
» 3 N
% € % A
Flow Sources Flow Sources Allases  Gustom Flow Properties Flow Retention

Custom Actions
Define Actions

adar

The Log Sources window is displayed.

4. Locate the Varonis DatAlert log source.
Edit the Log Source Identifier to be the IP of the DSP.
6. Click Save.
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Configuring a Predefined Log Source

Important: You must configure Log Sources for the Data Security Platform and for each
Collector. Real-time alerts are generated from Collectors, whereas DatAlert Analytics
alerts are generated from the Data Security Platform; therefore both are required. Varonis
recommends creating two Log Sources for each device; one where the Log Source
Identifier is set as the IP, and the other is set as the HOSTNAME. For example, a Collector
named Varonis-Collector with IP 10.0.0.1, will have two log sources. The first Log Source will

have Varonis-Collector, whereas the second one will have 10.0.0.1.

To configure a predefined log source, do as follows:

1. Open IBM QRadar and enter your access credentials.

The IBM QRadar Security Intelligence window is displayed, open to the Dashboard.

IBM QRadar Security Intelligence

EUTELY Offenses  Log Activity  Network Acti...  Assets Reports Risks Vulnerabiliies  Admin

‘Show Dashboard: | Threat and Securty Monitonng v New Dashooard [ Rename Dashbosrd () Delete Dashboard  Add liem... ¥ Jext Retres s il 2 @
Default-IDS / IPS-All: Top Alarm My Offenses (@ x] Flow Bias @ 3% x]
Signatures oo

No results were retumed for this item

Most Severe Offenses. (G X

No results were retumed for tis ftem .
There was no Time Series data for the search
There was no Time Series data for the search ere was no Time Series data for the searc
performed.

Most Recent Offenses. (& %]

No results were returned for this item

Top Services Denied through Firewalls (@2 x] View in Network Actity
View in Log Aci

Top Category T
Top Systems Attacked (IDSADPIPS)  (EXJE3 oy SYRes (& %]
Category Offenses
‘Application Query
Host Query
Network Sween
There was no Time Series data for the seareh performed. Mall Reconnaissance
Unknown Form of Recon
There was no Time Series data for the search (@ x]

Top Sources

No results viere returned for this item

2. Click the Admin tab.

IBM QRadar Security Intelligence

Dashboard  Offenses  Log Activity  NetworkActi... Assets Reports Risks  Vulnerabilities [FXTUY

Admin © Desio Shanges Advarces ¥ o
Data Sources
Events
Ll ) Ll -] ] @
oS Edtor WinCollect Log Sources Log Source Extensions  Log Source Grougs Log Source Parsing
Orderng
&R 1
o) £ 1010
Custom Event Progerties  Event Retenton Dats Obfuscation
Management
Flows
% @ % %
S hS o)
Flow Sources Flow Sources Alases  Custom Flow Propeties Flow Retention
Custom Actions
Define Actions

3. Inthe Data Sources area, in the Events row, click Log Sources.
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1BM QRadar Security Intelligence

Dashboard  Offenses  LogActivity ~ Network Acti... Assets Reports Risks Vulnerabilities JECLILY

Admin ) 0ecioy Cranges  Asvances ¥ 2]
» System Configuration

» Data Sources Data Sources

Events

L & L& -] (] )
DSM Editor WinCollect Log Sources Log Source Extensions. Log Source Groups Log Source Parsing
N Ordering
*>Plug
2
@ £ 0l

Data Obiuscation
Management

Custom Event Properties Event Refention

Flows.

€ % %

Flow Sources Flow Sources Aliases  Custom Flow Properties Flow Retention

Custom Actions
®

Define Actions -
The Log Sources window is displayed.

4. Click Add.
The Add a Log Source dialog box is displayed.

Add a log source
Log Source Name

Log Source Description

Log Source Type 3Com 8800 Series Switch -
Protocel Configuration Syslog A

Log Source Identifier

Enabled )

Credibility 5 v

Target Event Collector

eventcollector0 - jr-net-gradar v

Coalescing Events €l

Incoming Payload Encoding UTF-8 v
Store Event Payload G

Log Source Extension Select an Extension A

Please select any groups you would like this log source to be a member of:

Save| (Gancel|

5. Do as follows:
- Log Source Name - Enter a suitable name (i.e.Varonis DL).
- Log Source Description - Enter a brief description of the log source.
- Log Source Type - Select Varonis DSM.
- Protocol Configuration - Leave at the default (Syslog).
- Log Source Identifier - Enter the IP of the DSP that is sending alerts.

- Enabled, Credibility, Target Event Collector, Coalescing Events, Incoming Payload

Encoding, Store Event Payload, Log Source Language - leave all these at the default.

« Log Source Extension - Select VaronisDSMCustom_ext.
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Add a log source

Log Source Name 'Varonis DL3

Log Source Description ‘Varonis DatAlert

Log Source Type Varonis DSM -
Protocol Configuration Syslog v

Log Source Identifier .192 168.1.20

Enabled 7

Credibility 5 v

Target Event Collector eventcollector - jr-net-gradar v

Coalescing Events -

Incoming Payload Encoding UTF-2 v
Store Event Payload Ci

Log Source Language v

Log Source Extension VaronisDSMCustom_ext v

Please select any groups you would like this log source to be a member of:

Save| Cancel

6. Click Save.
A new row listing the new log source is displayed in the Log Sources window.

7. If a message appears prompting you to deploy changes, click the Deploy Changes button at
the top.

Adding a Bulk Log Source
To add multiple log sources, do as follows:

1. Click the Admin tab.

2. Under Data Sources, click Log Sources.

The Log Sources window is displayed.

3. Click Bulk Actions, and in the drop-down list, click Bulk Add.
The Add a bulk log source is displayed.

4. Enter the details:

«  Bulk Log Source Name - Enter a suitable name (i.e.Varonis DL Bulk).
- Log Source Type - Select Varonis DSM.
- Protocol Configuration - Leave at the default (Syslog).

- Enabled, Credibility, Target Event Collector, Coalescing Events, Store Event Payload, Log

Source Language - Leave all these at the default.
- Inthe Host table at the bottom, do one of the following:
- Create a text file that contains one Collector IP address and the IP address of the
Varonis DSP server per line and upload it using the File Upload tab.
- In the Manual tab, enter each collector IP as collected in Retrieving the List of Collector
IP Addresses. To do so, enter each IP address in the Host entry box and click the Add

Host button. The IP address will be displayed in the Host table.
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5.

Screenshot:

Add a bulk log source

Bulk Log Source Name Varonis DL

Log Source Type Varonis DSM -
Protocol Configuration Syslog v

Enabled !

Credibility 5 v

Target Event Collector eventcollectorD - jr-net-gradar2 v

Coalescing Events CJ

Store Event Payload €

Log Source Language v

File Upload | Manual
Enter the host name or IP of the host you wish to add

Host 192.165.1.21 Add Host

Add Host
td 192.168.1.21
ti 192.168.1.22

.4 You have 0 of an allowable 500 saved Log Sources associated with this Bulk Log Source
You have 2 new Log Sources selected to be added
Log Sources can be deleted from the Log Sources screen

Save| Cancel

Click Save.

Defining App Settings

To define settings in the Varonis DatAlert App for IBM QRadar:

1.

2.

Access the Varonis App for IBM QRadar.
In the DatAlert dashboard, click the Settings icon 2+

The Settings window is displayed.

& SETTINGS

DATADVANTAGE URL
jeo Ul

Setthe URL to DatAch

EXTERNAL IP
Set QRadar's External IP if you are having issues when clicking links in the Dashboard

UNSET

>y

To ensure that outgoing links from the detailed dashboard pages are linking back to DatAlert,
do the following:

a. Inthe DatAdvantage URL field, enter the URL of the Varonis Web Interface.

b. Click Set.

To resolve issues when clicking links in the dashboard, in the External IP area, enter QRadar's

external IP address and click Set.
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Verifying the Installation

This procedure describes how to verify the installation. Do as follows:

1. Under Admin > Log Sources, check that the Varonis DatAlert log source is found. The Status

column should indicate success.

Search For: | Group ¥ | All Log Source Groups Go |Add Edit [¥]Enable/Disable QDE\elE Bulk Actions ¥ i Extensions 4, Parsing Order [ Assign o
Log og Last = =
Tary T2 3 Creation Modificati

Name Desc Status Protocol Group Source Enabled Source Destinatic Credibility Autodiscc  Event Date Date

Identifier Tii

Type ime
| Varonis DL_| Varonis DatAllert Alert | Success I Syslog __|______| Varonis _|True | 192168_eventcol |5 | False __|Sep19.__lJul19.2 | Augd3, ]

2. Wait for DatAlert to send a syslog message to IBM QRadar, and in the Log Activity tab, search
for Varonis DatAlert.

1BM QRadar Security Intelligence

s Vuerapiities  Admin  Varonis DL

QuickFiter - | varois DL

St Time | si192017 <|[osam <] Ena

arnsiz017 -] 10am - |[Update

View: | Selectan Option |- | Display | D q) -] Rosuts Limit| 1000

Completed

SUTE e iocets ot 45045 o e ot
Rocords Matchod Over Tme
ST, 105 M- 91917, 110 A v
upese Do
Event Name Logsource | Event Time v LowLevelCategory Source . e Destnaton P OO ysomame | magniuge
Count i Bt
L i i 7y 92108120 NA A -
1 A 192160120 NA W -
. N 152150120 NA W -
1 N 192108120 NANA =
Ty 192108120 NA WA —
1 NA 192160120 NA W -
. N 152158120 NA W -
15 N 152168120 NANA =
o adminaccess 1 slatup T N 192108120 NA WA -
o adminacees o 1 1 A 192160120 NA W -
. N 152158120 NA W -
1 N 192108120 NA MR =
1 50p 19,2017 1 192158120 —
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MAPPING USER-DEFINED DATALERT RULES
TO QRADAR EVENTS

To map user-defined DatAlert rules to QRadar events:

1. Locate the Unknown event in QRadar's Log Activity screen.
2. Right-click the event and select View in DSM Editor.
The DSM Editor opens.

3. Select the Event Mappings tab.
The Event Mappings tab is displayed.

4. To create a new event mapping:

a. Click the plus sign (+).

The Create a new Event Mapping dialog box opens.

b. Inthe Event ID field, enter the name of the relevant rule.
c. Inthe Category field, enter the rule category.

d. Click the Choose Event link to create a new Event Categorization to assign to the rule.

The Event Categorizations dialog box opens.

e. Inthe Event Categorizations dialog box, click the Create New QID Record button.

f.  Enter the name and description of the rule in the relevant fields.

g. Inthe Log Source Type field, enter your log source. This is usually Varonis DSM.
From the High Level Category and Low Level Category drop-down lists, select the
relevant categories.

i.  From the Severity drop-down list, select the rule's severity. This is the severity defined in
Varonis DatAlert.

j. Click Save to save your changes and close the dialog box.

k. In the Event Categorizations dialog box, select the added rule from the grid and click
OK.

I. Inthe Create a new Event Mapping dialog box, click Create.

The dialog box closes and the DSM Editor window is displayed.
5. Inthe DSM Editor, click Save.
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USING THE VARONIS APP FOR IBM QRADAR

The following procedures provide instructions on using the Varonis App for IBM QRadar. Refer to

the following sections:

- Accessing the Varonis App for IBM QRadar
« Understanding the Alert Dashboard

- Viewing Alerts Over Time

- Viewing Alerts Per Entity

- Viewing Detailed Information About Alerts

Note: Ensure that the Varonis App for QRadar is installed, as described in Uploading and
Installing the Varonis App for IBM QRadar.

Accessing the Varonis App for IBM QRadar

To access the Varonis App for IBM QRadar:

1. Ensure that you have followed the procedures in Uploading and Installing the Varonis App for
IBM QRadar.

2. Inthe IBM QRadar Security Intelligence console, select the Varonis DatAlert tab at the top of
the page.
The Varonis DatAlert app opens, displaying the dashboard.

IBM QRadar Security Intelligence - Community Edition

Dashboard ~ Offenses  Log Activity  Network Ac Assets Reporis Admin  File Activity M... JRVELRISREI.INN

s

[l ALERTS OVER TIME

meDIUM I HIGH

. oW
180
160
140

Apr3-18 Aprais Apr5°18 Apr6°18 Apr71g Aprg-18 Apro'1s

& TOP ALERTED USERS LJ TOP ALERTED DEVICES
a JjohnyrnetJohny R 190 E JRVRNS-IDU 190
= TOP ALERTED ASSETS A TOP THREAT MODELS

. YecryntT b Abnormal access behavior: possible credential stuffing attack from a
b Help_Decrypt7xt 190 A single source 2

A Abnormal admin behavior: unusual amount of devices accessed 2
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Understanding the Alert Dashboard

The DatAlert dashboard provides an "at a glance" view of the top alerted users, assets, devices
and threat models that match the specified search timeframe. It enables you to quickly view and

detect suspicious activity for further analysis.

The dashboard comprises the following elements:

- Alerts Over Time - A stacked bar chart illustrating the dispersion of alerts matching the defined
timeframe.

- Top Alerted Users - A list of the top alerted users sorted by the number of alerts.

- Top Alerted Assets - A list of the top alerted assets sorted by the number of alerts.

- Top Alerted Threat Models - A list of the top alerted threat models sorted by the number of
alerts.

- Top Alerted Devices - A list of up the top alerted devices sorted by the number of alerts.

In the Top Alerted Users, Assets, Devices and Threat Models widgets, the entity with the most

alerts appears at the top of each list.

Note: The elements are independent of one another. For instance, the top alerted user may

not be associated with the top alerted asset or threat model.

Viewing Alerts Over Time

You can view a stacked bar chart illustrating the dispersion of alerts over a specified period

of time. Each bar in the chart displays up to three severities, divided into stacks. Each stack
represents a different severity - high, medium or low. The color code represents the severity of the
alert:

- Red - High severity. Alerts with a severity of Emergency, Alert or Critical
- Orange - Medium severity. Alerts with a severity of Error or Warning

- Green - Low severity. Alerts with a severity of Notice, Informational and Debug
Depending on the timeframe specified, a bar in the chart can represent a single day (minimal
display) or a month (maximum display).

To view alerts over a specified timeframe:

1. Access the Varonis App for IBM QRadar.
The dashboard is displayed. The Alerts Over Time area is at the top of the page.
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IBM QRadar Security Intelligence - Community Edition

Dashboard ~ Offenses  Log Activity Network Activ... Assets Reports Admin  File Activity M... [IVETSUTLRETY.YNN

N

Ll ALERTS OVER TIME

VARONIS 7days T &

. oW MEDIUM I HIGH

180
160
140

h [
0

Apr3H1s Apra1s Apr5tg Apr6'18 Apr718 Aprg*1g Apro'1g
& TOP ALERTED USERS L~ TOP ALERTED DEVICES
a JohnyrnetJohny R 190 m JRVRNS-IDU 190
= TOP ALERTED ASSETS A TOP THREAT MODELS
'.- Help_Decrypt7ixt 190 A Q:QZZSL?;;ESS behavior: possible credential stuffing attack from a 2

A Abnormal admin behavior: unusual amount of devices accessed 2

2. To change the timeframe, select the relevant time period from the Time drop-down list at the
top of the page.

3. To view the number of alerts retrieved per severity, hover the mouse over the relevant bar.

The number of alerts per severity is displayed.

System Time: 454 A

IBM QRadar Security Intelligence - Community Edition

Dashboard ~ Offenses  Log Activity  Network Ac Assets Reports  Admin Varonis DatAl...

wvmmm; 7days ¥ &
[l ALERTS OVER TIME
. oW meDIUM I HIGH
200
180
160
140 Apr513
120 ELOW: 26
EMEDIUM: 108
100 [CIHIGH: 56
20
60
0
20
[
Apr3g Apra1s Aprstg ADr6'18 Apr718 Aprg1g Apro'1s

Viewing Alerts Per Entity
The dashboard enables you to select a top alerted entity to view a complete list of alerts on that

entity for the selected timeframe.
To view alerts per entity:

1. Access the Varonis App for IBM QRadar.
The dashboard is displayed.
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IBM QRadar Security Intelligence - Community Edition

Dashboard ~ Offenses  Log Activity Network Activ... Assets Reports Admin  File Activity M... [IVETSUTLRETY.YNN

VARONIS 7days T &
Ll ALERTS OVER TIME
. oW MEDIUM NI HIGH
200
180
160
120
120
100
80
60
20
h [
[
Apr3H1s Apra1s Apr5tg Apr6'18 Apr718 Aprg*1g Apro'1g
& TOP ALERTED USERS L~ TOP ALERTED DEVICES
a JohnyrnetJohny R 190 m JRVRNS-IDU 190
= TOP ALERTED ASSETS A TOP THREAT MODELS
Abnormal access behavior: possible credential stuffing attack from a
'-. Help_Decrypt7txt 190 A single source 2
A Abnormal admin behavior: unusual amount of devices accessed 2

2. Inthe relevant top alerted widget, select the required entity.
A new tab opens, displaying a timeline and a complete list of alerts on the selected entity.

W‘V'Amms 7days ¥ o

il TIMELINE » JOHNYR.NET\JOHNY R

. oW MEDIUM I HIGH

180
160
140

. [

Apr3‘ig Apr4'1g Apr5'18 Apré'1g Apr78 Aprg'1g

Apr9*18
A ALERTSLIST » JOHNYR.NETUOHNY R
Threat Medel Severity Category Server/Domain Asset Time
4/5/2018
System administration tools created or modified Reconnaissance JRVRNS-IDU Help_Decrypt7txt  18:1118
PM
4/5/2018
System administration tools created or modified Reconnaissance JR-VRNS-IDU Help_Decrypt7txt  18:10:12
PM
4/5/2018
System administration tools accessed Notice Reconnaissance JR-VRNS-IDU Help_Decrypt7Zixt  18:11:18
PM
4/5/2018
System administration tools accessed Notice Reconnaissance JR-VRNS-IDU Help_Decrypt7txt  18:10:12
PM

3. To change the timeframe, select the relevant time period from the Time drop-down list at the
top of the page.

4. To sort the table by a specific column, click the column's heading.
The table is sorted by the column. A triangle is displayed next to the column's header, to
indicate the table is sorted by that column. The sort order (ascending or descending) is
indicated by the direction of the triangle.
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Viewing Detailed Information About Alerts

To view detailed information about alerts:

1. Access the Varonis App for IBM QRadar.
The dashboard is displayed.

IBM QRadar Security Intelligence - Community Edition

Dashboard ~ Offenses  Log Activity Network Activ... Assets Reports Admin  File Activity M... [IVETSUTLRETY.YNN

. oW MEDIUM I HIGH

180
160
140

h I
0

Apr3H1s Apra1s Apr5tg Apr6'18 Apr718 Aprg*1g Apro'1g
& TOP ALERTED USERS L~ TOP ALERTED DEVICES
a JohnyrnetJohny R 190 m JRVRNS-IDU 190
= TOP ALERTED ASSETS A TOP THREAT MODELS
'.- Help_Decrypt7ixt 190 A ::;ngiraccecess behavior: possible credential stuffing attack from a 2
A Abnormal admin behavior: unusual amount of devices accessed 2

2. Inthe relevant top alerted widget, select the required entity.

A new tab opens, displaying a timeline and a complete list of alerts on the selected entity.

7days ¥ &

il TIMELINE » JOHNYR.NET\JOHNY R

I oW MEDIUM I HIGH

180
160
140

. [
0

Apr3‘ig Apr4'1g Apr5'18 Apré'1g Apr78 Aprg'1g Apr9*18

A ALERTSLIST » JOHNYR.NETUOHNY R

Threat Medel Severity Category Server/Domain Asset Time

4/5/2018
System administration tools created or modified Reconnaissance JRVRNS-IDU Help_Decrypt7txt  18:1118

PM

4/5/2018
System administration tools created or modified Reconnaissance JR-VRNS-IDU Help_Decrypt7txt  18:10:12

PM

4/5/2018
System administration tools accessed Notice Reconnaissance JR-VRNS-IDU Help_Decrypt7txt  18:1118

PM

4/5/2018
System administration tools accessed Notice Reconnaissance JRVRNS-IDU Help_Decrypt7txt  18:10:12

PM

3. To view detailed information regarding a specific alert, click the relevant alert in the list.

The Alert Info page of the Varonis Web Interface opens, displaying detailed information
about the alert. This page enables you to streamline your investigation and make a quick and
informed decision regarding whether the activity is malicious or legitimate.
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Second rule M Previous Alert L NextAlert

summan Y m < NEXTSTEPS

Note:
- This step is relevant only for customers running the Varonis Web Interface.

- For more information about the Alert Info page, see the Varonis Web Interface User
Guide.
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ALERT FIELD MAPPING

The following is a list of the fields that are built in to DatAlert's templates:

IBM QRadar Property

Header_Type

Header_Vendor

Header_Product

Header_Version

Alert ID

Event ID

LEEF Field

LEEF version

Vendor

Product Name

Product Version

EventID

cat

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

Always "LEEF:9.1.0"

always "Varonis"

always "DatAdvantage"

<DatAdvantage Version>

<Alert ID>

<Rule Name>

Description

The LEEF version information is
an integer value that identifies
the major and minor version of
the LEEF format that is used for
the event.

N/A

N/A

The DatAdvantage software
version, for use with rules run on
HP-NAS devices.

The unique identifier of the
DatAlert rule which triggered the
alert.

The name of the DatAlert rule
which triggered the alert.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property

devTime

devTimeFormat

Protocol

Severity

src

Device_Name

Alert_Category

Alert_Description

usrName

LEEF Field

devTime

devTimeFormat

proto

sev

src

Device_Name

Alert_Category

Alert_Description

usrName
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DatAlert Placeholder

<Alert time>

always "MMM dd yyyy HH:mm:ss"

Always "Syslog"

<Severity>

<Device IP Address>

<Device_Name>

<Alert Category>

<Alert Description>

<Acting Object>

Description

Format is according to the local
time format of the Varonis server
which issued the alert by the
DSP Server/Probe/Collector.

The severity of the DatAlert rule
which triggered the alert.

The IP address of the user from
where the event originated.

The resolved host name of the
Device IP, from where the event
originated.

The full description of the alert.

The object name of the user/
computer that generated the
event which triggered the alert.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property

AccountName

AccountDomain

Event_Type

Event_Type_ID

Event_Status

LEEF Field

accountName

domain

Event_Type

Event_Type_ID

Event_Status

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

<Acting Object SAM Account
Name>

<Acting Object Domain Name>

<Event Type>

<Event Op Code>

<Event Status>

Description

The logon name of the account
that triggered the alert.

The domain in which the user/
computer that generated the
alerted event resides.

The type of event performed on
the affected object.

The ID of the event type.

It enables searching and
filtering log events by ID

and not by the description
provided in the event type. This
placeholder is available but
has no corresponding button. It
must be added manually to the
template.

Whether the event which
triggered the alert succeeded or
failed.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property

Affected_Object

Event_File_Server_Domain

Affected_Object_Path

Event_Additional_Data

Threshold_Value

LEEF Field

Affected_Object

Event_File_Server_Domain

Affected_Object_Path

Event_Additional_Data

Threshold_Value

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

<AffectedObject>

<File Server/ Domain>

<Path>

<Additional data>

<Threshold>

Description

The name of the object on which
the event which triggered the
alert occurred. For events on
files, this is the file name and
extension.

Hostname of the machine on
which the event which triggered
the alert took place. Domain
name for Directory Services
events.

The access path where the
affected object resides. For
directory service objects, this is
the distinguished name.

The description of the event
which triggered the alert,
including event details such as
date, time, etc..

The number of events which
triggered the alert.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property LEEF Field
Threshold_First_Timestamp Threshold_First_Timestamp
Event_by_MailboxOwner Event_by_MailboxOwner
Email_Sender Email_Sender

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

<First event time>

<Client Access Type>

<Mail Source>

Description

The date and time at which

the first event to trigger the
threshold alert occurred. Empty
for alerts on single events.
Format is according to the local
time format of the Varonis server
which issued the alert by the
DSP Server/ Probe/Collector.

Whether the event which
triggered the alert was
performed by the mailbox
owner or not. Data is not
collected for all event types.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.

The sender (from) of the mail on
which the event which triggered
the alert occurred. Data is not
collected for all event types.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property

Mailbox_Access_by_Owner

Email_ltem

Email_Attachment_Name

LEEF Field

Mailbox_Access_by_Owner

Email_Iltem

Email_Attachment_Name

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

<Mailbox Access Type>

<Mail Item Type>

<Attachment Name>

Description

Whether the event which
triggered the alert was
performed by the mailbox
owner or not. Data is not
collected for all event types.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.

The Exchange object's item
type on which the event which
triggered the alert occurred.
Data is not collected for all
event types. This placeholder

is available but has no
corresponding button. It must be
added manually to the template.

The file name of the email
attachment in the event which
triggered the alert. Data is not
collected for all event types.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property LEEF Field

Email_Recipients Email_Recipients

Email_Date Email_Date
Account_of_Changed_Permissions Account_of_Changed_Permissions

VARONIS DATALERT APP FOR IBM QRADAR INTEGRATION GUIDE

DatAlert Placeholder

<Mail Recipients>

<Mail Date>

<Trustee>

Description

The recipients (to, cc and

bcc) of the mail on which the
event which triggered the

alert occurred. Data is not
collected for all event types.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.

The date and time of the mail on
which the event which triggered
the alert occurred. Data is not
collected for all types of events.
Format is according to the local
time format of the Varonis server
which issued the alert by the
DSP Server/Probe/Collector.
This placeholder is available but
has no corresponding button. It
must be added manually to the
template.

The account for which the
permissions were changed. Data
is not collected for all event

types.
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Appendix A ALERT FIELD MAPPING

IBM QRadar Property

Permissions_Changes

Permissions_before_Change

Permissions_after_Change

Alert_Page_URL

LEEF Field

Permissions_Changes

Permissions_before_Change

Permissions_after_Change

Alert_Page_URL
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DatAlert Placeholder

<Changed Permissions>

<Permissions Before Change>

<Permissions After Change>

<Alert page URL>

Description

The specified changes in
permissions. Data is not
collected for all event types.

The permissions before the
change. Data is not collected for
all event types.

The permissions after the
change. Data is not collected for
all event types.

The URL of the Alerts page in
the Varonis Web Interface. This
placeholder enables opening
the Alerts page directly from
email or SIEM services.
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ALERTS

For a description of the alerts received by DatAlert, refer to the Behavioral Threat Model Quick

Reference Chart section in the DatAlert and DatAlert Analytics Reference and Investigation Guide.
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TROUBLESHOOTING

This section describes possible problems and their fixes.

No Data in Varonis DatAlert App for IBM QRadar

1. In the Log Activity tab, search for Varonis. If no results are displayed, alerts may not be
received by QRadar.
2. In DatAlert, check that the port and protocol settings for Syslog are correct.
3. Check that the network allows Syslog messages to be sent by the Varonis Connector and
DSP to QRadar:
»  Try using the ping function from the DSP and from any Collector that is configured to send
alerts to the server.
- If the ping function works, use the Logger tool (click here) to send a Syslog message
to QRadar, runthe logger -1 <gradar_ address> -a 514 datAlert test

command, and search for QRadar for DatAlert to verify that the message was received.

- If both attempts fail, consult with your networking expert to resolve the connectivity issue.

Outgoing Links from Detailed Dashboard Pages are Not
Linking to the Varonis Web Ul

If outgoing links from the detailed dashboard pages are not linking back to DatAlert:

1. Access the Varonis App for IBM QRadar.
2. Inthe DatAlert dashboard, click the Settings icon 2+
The Settings window is displayed.

o

# SETTINGS

DATADVANTAGE URL

Setthe URL to

EXTERNAL IP
Set QRadar's Extenal IP i you are having issues when clicking links in the Dashboard

;
(=] [e=

3. Do the following:

a. Inthe DatAdvantage URL field, enter the URL of the Varonis Web Interface.

For example:

yourServer/DatAdvantage
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Appendix C  TROUBLESHOOTING

Note: http:// is not required.

b. Click Set.

Clicking a Row in a Dashboard Widget Does Not Direct Me to
the Detailed Dashboards

This issue may occur if the QRadar instance is accessed from an external IP. If the internal IP of the
QRadar instance is 192.168.1.20, for example, but you are accessing QRadar from 60.50.40.100 (an

external IP), you will need to set the external IP from the Settings window.
To set the external IP:

1. Access the Varonis App for IBM QRadar.
2. Inthe DatAlert dashboard, click the Settings icon 2+
The Settings window is displayed.
.;h s o

& SETTINGS

DATADVANT
Setthe URL to Da

EXTERNAL IP
Set QRadar's External IP if you are having issues when clicking links in the Dashboard

(o] [

3. Inthe External IP area, enter QRadar's external IP address and click Set.

Null Values Are Displayed in the DatAlert App for IBM
QRadar

NULL values are displayed in the Varonis DatAlert App for IBM QRadar if one or more mandatory

fields in the syslog message are not populated.

For example, if the Top Alerted Devices module displays a NULL value, the device name field in

the syslog message may be empty.

To determine which fields should be checked when examining NULL values in the Top Alerted

modules, see Syslog Message Fields to Check When Null Values Are Displayed in Modules.
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Appendix C  TROUBLESHOOTING

Determining Whether the Syslog Message Originally Included NULL Values

To determine whether the Syslog message originally included NULL values:

1. In QRadar's Log Activity tab, filter the search according to the log sources defined for the
DatAlert App for IBM QRadar.

2. Open an event and verify that the properties marked as "custom" properties under Event

Information do not have the N/A value.

3. Inthe Payload Information area, select UTF and check the field in the syslog message.

Determining Whether the Custom Event Properties are Accurately Defined

If there are uncertified IBM QRadar Apps in the environment, the App's default Custom Event

property settings may be inaccurately defined.

1.  To determine which properties require evaluation:

a.
b.
c.

d.

In QRadar's Admin tab, open the DSM Editor.
Select Varonis DSM.
Evaluate all properties in the Properties tab.

Close the window.

2. To determine whether the CEP settings are correct:

a
b.

C.

e.

In QRadar's Admin tab, go to Data Sources > Custom Event Properties.
Search for the properties previously located in the Properties tab (for example, Alert ID).
Double-click the property name.

In the Property Expression Definition area, ensure that the Log Source Type is set to
Varonis DSM.

Important: The Log Source Type must be set to Varonis DSM.

Click Save.

Syslog Message Fields to Check When Null Values Are Displayed in Modules

Module QRadar Custom Event Syslog Field
Property
Top Alerted Users Username usrName
Top Alerted Device name device_name
Devices
Top Alerted Assets Affected object affected_object
Top Alerted Threat Rule name Fifth field in the syslog header
Models
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