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“Before Varonis, we really didn’t have any way of knowing where 

sensitive data was located or what type of sensitive data we had 

in our network. Through the Varonis Data Classification module, 

we are now easily able to see exactly what kind of data we have, 

and it has been very eye-opening….What we didn’t realize before 

implementing Varonis was just how much of that data we actually 

had stored in random locations.”

 —Scott Stefan 
  Executive Director of Information Services, UM SOM
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THE CUSTOMER
UNIVERSITY OF MARYLAND  
SCHOOL OF MEDICINE
LOCATION

Baltimore, Maryland

INDUSTRY

Education

PRODUCT

DatAdvantage for Windows, Data Classification Framework

The University of Maryland School of Medicine (UM SOM) was 

chartered in 1807 and is the fifth oldest medical school in the  

United States.

http://www.varonis.com/products/datadvantage/windows/
http://www.varonis.com/products/data-classification-framework/
http://medschool.umaryland.edu/
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CUSTOMER CHALLENGE
Little Insight into the Location of, and 
Permissions Surrounding Sensitive Data

The University of Maryland School of Medicine needed better 

visibility into the different types of sensitive data that its employees 

and students were storing across their file systems. Regulatory 

requirements necessitated that the school’s IT department regularly 

audit and report on who was accessing sensitive data, when and 

where, but they had no way of doing so efficiently.
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THE SOLUTION
Varonis DatAdvantage and  
Data Classification Framework

With Varonis and its DatAdvantage and Data Classification 

Framework solutions, The University of Maryland’s School of 

Medicine’s IT team can now easily see exactly what types of 

sensitive data they have, where it lives, and who has access  

to it all from one easy-to-use interface. 
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RESULTS
DETAILED, FAST & CRUCIAL INSIGHT INTO SENSITIVE  
COMPANY DATA 

In just a few days after implementing Varonis, Stefan and his team were  
receiving audit reports from the software that opened their eyes to the 
location and vulnerability of sensitive data in a way that they could never have 
accomplished manually. 

According to Stefan, “Before Varonis, we really didn’t have any way of knowing 
where sensitive data was located or what type of sensitive data we had in our 
network. Through the Varonis Data Classification module, we are now easily 
able to see exactly what kind of data we have, and it has been very eye-
opening. In addition to protected health information (PHI) we naturally have 
sensitive information of other types that everybody else has too, such as social 
security numbers and credit card information. But what we didn’t realize before 
implementing Varonis was just how much of that data we actually had stored in 
random locations.”

POSSIBILITY TO MAINTAIN DATA SECURITY & TRANSPARENCY IN 
THE CLOUD 

The University of Maryland School of Medicine’s IT team had been tasked with 
moving a percentage of their data to the cloud, but management was uneasy 
at best at the loss of control associated with moving data, particularly the huge 
amount of PHI and clinical data that they have as a medical school. Specifically, 
all email UM SOM data will be moved to Microsoft Office 365 in the next few 
months, in addition to some file data.

Already having Varonis DatAdvantage played a crucial role in getting everyone 
at the school more comfortable with the migration of this data to the cloud, 
because Varonis’ compatibility with Microsoft Office 365 allows for the same 
DatAdvantage capabilities, such as reporting on access and being able to 
classify data, in the cloud. 

“Because of the type of data we store as a medical school, moving to the cloud is 
scary for a lot of folks,” said Stefan. “Having a product like Varonis that can give 
us the same type of reporting on when people access files and who accessed 
them and where, makes having to move some of our data to Office 365 a lot 
easier for us to sell to all levels of the organization.”

For more information on Varonis’ solution portfolio, please visit www.varonis.com 
and join the conversation on Facebook, LinkedIn, Twitter, and YouTube.

Get a free security assessment here.

http://www.varonis.com/products/datadvantage/office-365/
http://www.varonis.com
https://www.facebook.com/VaronisSystems
https://www.linkedin.com/company/varonis
https://twitter.com/varonis
https://www.youtube.com/user/DataGovernance
http://hub.varonis.com/evaluation?&__hssc=162743971.4.1422296822985&__hstc=162743971.f4aed897f33e867b5a135a50658d80a4.1410803968619.1422282197745.1422296822985.258&hsCtaTracking=b95e56ec-358c-4af4-8d80-50c3ca1a5622%7C52d29465-2424-4b8d-8750-bfb057e4f538
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ABOUT VARONIS
Varonis is the leading provider of software solutions for unstructured,  
human-generated enterprise data. Varonis provides an innovative software 
platform that allows enterprises to map, analyze, manage and migrate their 
unstructured data. Varonis specializes in human-generated data, a type of 
unstructured data that includes an enterprise’s spreadsheets, word processing 
documents, presentations, audio files, video files, emails, text messages and 
any other data created by employees. This data often contains an enterprise’s 
financial information, product plans, strategic initiatives, intellectual property  
and numerous other forms of vital information. IT and business personnel  
deploy Varonis software for a variety of use cases, including data governance, 
data security, archiving, file synchronization, enhanced mobile data accessibility 
and information collaboration.

Free 30-day assessment:
WITHIN HOURS OF INSTALLATION

You can instantly conduct a permissions audit: File and folder access permissions 
and how those map to specific users and groups. You can even generate reports.

WITHIN A DAY OF INSTALLATION

Varonis DatAdvantage will begin to show you which users are accessing the data, 
and how.

WITHIN 3 WEEKS OF INSTALLATION

Varonis DatAdvantage will actually make highly reliable recommendations  
about how to limit access to files and folders to just those users who need it  
for their jobs.

http://hub.varonis.com/evaluation

