BOX SECURITY EVENTS VARONIS

Enhanced Security
Auditing for Box

Varonis gives you a fully searchable audit trail of events on
your Box data with details that make investigating security
incidents lightning fast.

Get security insights (N0 |

»  Events

Ol | BOX data Box [m} 01/19/201912:00 - 01/19/201911:59.PM

. . 69 Results
Extend your security coverage with Box
Refine» [ Select Columns

Security Events from Varonis so that you =

Platform  © | EventOperation : | EventType ¢ | UserName (EventBy) : | ObjectName (Ev. ¢ | Event Description
s .
can see What S happenlng on yOUr BOX data’ Box I Added User Added Allen Carey Hijacked Helen
H N H H H H H Box I Added User Added Disgruntled Dan Hijacked Helen

reduce risk, and investigate suspicious activity.
Box 0 changed File shared link updated Forgetful Felix file.txt “Forgetful Felix" set the shared..
Box I changed File shared link updated Forgetful Felix file.txt “Forgetful Felix” updated shared...

. . . . H Box 0 changed File shared link updated Forgetful Felix file.txt “Hijacked Helen" extended the...

Varonis gives you security insights on your
Box 0 changed File restored Forgetful Felix file.txt “Forgetful Felix" restored file.txt...

data wherever it’s stored: so that you can Box 1 Removed Folder invitation rejected Forgetful Felix folder “Forgetful Felix rejected permissions...
Box Il Added Folder invitation created Disgruntled Dan file.txt

easily monitor user and file activity, user and 1 naaes

. Box I Added Group added Forgetful Felix group

group management, and even sharing and
Box 0 changed File modifed Forgetful Felix file. txt

CcO | | a b orat i on act iv |‘ty Box 0 changed Folder shared link updated Forgetful Felix folder “Forgetful Felix” updated a shared.
Box I Added File downloaded Forgetful Felix file.txt “Forgetful Felix” downloaded file...
Box I Removed Folder deleted Disgruntled Dan folder “Disgruntled Dan” deleted folder..
Box I Removed File deleted Allen Carey renamed file.txt “Allen Carey renamed" deleted file...
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Hybrid activity at-a-glance: see security events cross
platform in one Ul — including user & file activity, user &
group management, and sharing & collaboration activity

Highlight risky behavior

Security insights: filter, search, and sort by event

" . e type including impersonation events, sharing events,

Traditional audit logs can be bulky, difficult to P 91me °

and more

read, and challenging to take action on. Varonis

makes it simple: get context on events, filter to

. . . Watch list: Add suspicious users to a watch list for

find what you need, and easily track activity to " )
additional forensics

get visibility on your data.

Analytics and reporting: leverage predefined searches
and out-of-the-box & custom reports (including
scheduled reports and dynamic report creation)

Protect your data in the cloud

Monitor activity and events on enterprise See what data is shared with everyone, Easily report on cross-platform activity,
data stored on Box with groups, and more security events, and more

v —
X —

Get visibility for security and Highlight risky behavior like over-permissive
auditors with a single pane of glass & sharing and impersonation and see where
full audit log of security events to remediate security vulnerabilities
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LIVE PRODUCT TOUR VARONIS

Get complete visibility and
control over your data.

See why more than 6,300 of the world’s best companies use Varonis
to protect their data from insider threats and cyberattacks.

LOREAL  jMNasdag @ TOYOTA

&

Know where your
sensitive data lives

Get a 1.1 tour of the world’s
leading data security platform Ensure only the right

people have access

Detect and stop malware

REQUEST A DEMO and insider threats

Sustain a secure environment
without manual effort
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http://www.varonis.com
https://info.varonis.com/demo

